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Manual Conventions

1. Text Format Conventions

Format | Description

<o Content within < > indicates a button name, e.g., “Click <Apply> button.”

[] Content within [ ] indicates a window or menu name, e.g., “Click [File] menu
item. ”

{1
Content within { } indicates a combination, e.g., {IP address, MAC address} means
that IP address and MAC address are a pair and can be configured or displayed
together.
Indicates multilevel menus, e.g., “Start — Programs — Accessories” refers to the
[Programs] submenu under the [Start] menu, leading to the [Accessories] menu item.

/ Indicates a choice between two or more options, e.g., “Add/Subtract” means either

add or subtract.

Indicates a range, e.g., “17255” means a range from

1 to 255.

2. Command Line Format Conventions

Format Description

Bold Command line keywords that should be entered exactly as shown, e.g., show
version displays the software version of the switch.

Ttalic

Command line parameters that must be replaced with actual values, e.g., show
vlan vlan id displays VLAN information for the VLAN ID specified by vlan id

3+ Symbol Conventions

Format Description
Highlights considerations or supplementary descriptions for the operation or
Caution configuration.

NOTE

Note

Provides necessary explanations of the operation’ s content

Warning may lead to data loss or device damage.

WARNING

Indicates critical points that require extra attention. Incorrect operations

Product Version Description

Software Version Release Date Date Revised Author

V1.0.29

2023-4-26 Initial Creation Guo Liwei
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1 Product information

1. 1 Interface Description

/
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POE

LAN

Schematic diagram of the device interface

LAN POE

Schematic diagram of the power adapter interface

Table 1 Interface Description

Object Interfa | Name Description
ce
. Connect the network cable to the POE port
POE Equipment power

KyAir800E Device

supply interface

on the power adapter for power supply and

data transmission.

LAN Pata transmission conpects to network devices such as switches
interface through network cables.
POE Equipme?t POWer | Connects to the POE port of the device through
Power adapter supply interface | ; potwork cable.
LAN Data transmission

interface

Connects to network devices such as switches
through network cables.

1.2 Line connection

Installation diagram:
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Figure 3 Line connection

1. 3 Default Parameters

Table 2 Main parameters of default factory Settings

Tten KyAir800E

IP Address IPv4 dynamic (Default alternate address: 192.168.10.1)
Username admin

Password 123

Wireless mode Access point

Security Mode WPA2-PSK/WPA3-SAE

Key kyland1234
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2 Quick Configuration

2.1 Log in

Before logging in, you need to configure the PC connected to the device to
ensure that the IP addresses of the PC and the device are on the same network

segment. Perform the following operations (using Windows1l0 as an example)

1. Right—click the network icon in the taskbar, click to open ”“Network and

Internet Settings”, and the window as shown in the following picture will pop up:
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% VPN SE30%E
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LA 4 B 497613 GB
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B HRERE
B mrAERS
SEEEESAR.
ERMEIRE
EXERSET
SRS ERESEESAE.

% PRSP

RIEFMEERINMSE, RESHENRE.

A PISEEEERRE
R RRIERalER.

Figure 4 Network Status Page

2. Click Change Adapter Options —> Ethernet —> Properties to enter the property
configuration page, as shown below:
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ERERER:
& Realtek Gaming 2.5GbE Family Controller

EE(0)..

HEEER TFFIRE (0):

I Microsoft RIEEFE 2
T Microsoft MBS HTEINAS

" Npcap Packet Driver (NPCAP)

B Qos guEatLIER

4 Internet #MURZ 4 (TCP/IPv4)

[l 4 Microsoft MEEEZEEEEESENY

4 Microsoft LLDP MV 3ERTER

« Internet #HYKEZ 6 (TCP/IPV6) 2
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B WE

Figure 5 Local connection properties

3. Double—click Internet Protocol version 4 (TCP/IPv4) to bring up the window

shown below:
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Figure 6 IP Settings

4. Set the IP address to an IP address in the same network segment as the
device, and the IP address cannot be the same as that of the device. For example,
if the default IP address of the device is IPv4 dynamic, and the DHCP server is
deployed on the link, the host can use the Obtain an IP Address automatically
mode. If the DHCP server is not available, the device has the default standby IP
address 192.168. 10.1. In this case, set the host IP address to a static IP

address, for example, 192.168.10.110.

5. In the address bar of the browser, enter the default standby IP address
192.168.10.1 (if a DHCP server is deployed, enter the dynamic IP address), and

press Enter to switch to the page shown in the following figure.
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KyAir800E
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Fig. 7 Device login screen

6. Enter the default password 123 in the password box. Click the login

button to switch to the device page (default user name: admin).

2.2 Wizard to configure wireless association

The wizard page allows you to quickly configure the wireless association between
the two devices (this can also be configured on the Wireless Settings page, see
Chapter 4, sections 4.1-4.2 for details). The device supports four modes: Access
Point, Client, Access Point (WDS), and Client (WDS). Access Point and Client are

paired, and Access Point (WDS) and Client (WDS) are paired.

n | Caution :
: J After the wizard configuration is complete, all wireless and network parameters

CAUTION avrant thnce mndified in the wizard confionratinn are rectnred tn theivr initial

2.2.1 Configuring the Access Point

(1) After successful login, the Status Display page is displayed by
default. Click “Wizard” in the upper right corner to enter the “Wizard -
Network” page, as shown below. To prevent IP conflict, change the IPv4

address.
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PER | IPvABS

IPvaitsh | 192168.1.12

FRER 255.255.255.0

UEES 192.168.1.254

Figure 8 Wizard — Network — Default
(2) Click "Next” to enter the "Wizard — Wireless” page, showing the basic wireless
parameters of 2.4G and 5G devices, as shown in the figure below. For example, change
the network name of Wireless (2.4Gwifi) and wireless (5Gwifi) to 2Glink and 5Glink
respectively, and set the key to 12345678. Others can remain unchanged (default
wireless mode is access point, channel width is 160/80/40/20MHz, frequency (channel)
is automatic, safe mode is

WPA2-PSK/WPA3-SAE). The above parameters can be set as required.
© ©

Flk
Fotx(2.4Gwifi) Fo£2(5Gwifi)

THEES | BAS TR BAS

WEEFR | 26link FEERR | 5Glink

SESE = 40MHz

iy
b
i
mf
”.'!

wEereizsl @D

FREEIBEE(dBI) 0

E=ThalfiE ﬂ 20

Figure 9 Wizard — Wireless
(3) Continue to click “Next” to enter the "Wizard — Completion” page, as
shown below. Click the “Finish” button to save all the Settings, or click

"Back” to change the previous configuration.
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Figure 10 Wizard-Complete

The access point is configured.

2.2.2 Configuring the client

(1) After successful login, the Status Display page is displayed by
default. Click “Wizard” in the upper right corner to enter the “Wizard -
Network” page, as shown below. To prevent IP conflict, change the IPv4

address.

Caution :

The client device and the access point device cannot be configured with the same IP
address to prevent address conflict

P

IPER | IPvAFS
IPvalteiE | 192.168.1.14

FRiERS 255.255.255.0

|

=

w

192.168.1.254

A

Figure 11 Wizard — Network

(2) Click “"Next” to enter the “"Wizard — Wireless” page, showing the basic
wireless parameters of 2.4G and 5G, as shown below. Change the wireless mode
of the wireless band to be used to the client (you are not advised to change
it to the client for both 2.4G and 5G), and set the network name, security
mode, and key to the same as that of the access point to be associated. For

example, to access the access point of the 5G band network named 5Glink
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modified before the planned access, change “Wireless (5Gwifi)” to the client
mode, the network name to 5Glink, the security mode to WPA2-PSK/WPA3-SAE, and
the key to 12345678, which are consistent with the access point. Retain the

default values for other parameters.
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© ®
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Figure 12 Wizard — Wireless

(3) Continue to click “Next” to enter the "Wizard — Completion” page, as
shown below. Click the “Finish” button to save all the Settings, or click

"Back” to change the previous configuration.

© ®

TokE =
BeEmRTAS.
BERS A KEEEHRERE.
E—i FEAL,

Figure 13 Wizard-Complete
When the configuration of the client is completed, you can see the
association information on the “Status — Connected Wireless Device Information”
page, and the client and the access point with the network name of 5Glink are
connected successfully.

an DIEBTEREREE A

FIEEZER RSSI/EE 1Pvaitiht MAC TX/RXEE ccQ 802.1118¢ RS
2161.8 Mbps /

5Glink -42/-106 192.168.1.12  9C:B7:93:89:9C:02 85% 802.11ax 00:01:19
2882.4 Mbps

Figure 14 Client—connected wireless device information
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2.2.3 Configuring Access Points (WDS)

As in 2.2.1, change the access point mode to Access Point (WDS) mode.

2.2.4 Configuring Client (WDS)

As in 2.2.2, change the client mode to Client (WDS) mode.

11
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3 Status

The default display page after successfully logging into the interface is
the Status page. This page shows some of the current configuration parameters
and provides real-time monitoring of the device’ s operating status. It includes

subpages for Information, Statistics, Network, and Logs.
3.1 Status — Information Page (Mesh Mode)

The Status - Information Page (Mesh Mode) displays the current configuration
details of the device, including:Mesh topology diagram, device information,
network information, wireless information, and connected wireless device
information. :

Mesh Topology Diagram: Displays the current status of the CAP and RE devices and
whether they have formed a Mesh network.The connection between the CAP and RE is
represented by a green line. The connection between the CAP and RE is represented by a
green line.After the network is formed, clicking on a Mesh—connected device (RE) icon
in the CAP’ s topology diagram allows you to directly jump to the login page of the

corresponding RE device by clicking its IP address.

MeshigzhE

@ @

=120 E: )
Mesh#azhE

A

Mesh#azhE
D @ @
'_...*
\ L
=123 8 MeshfEpiS &

Figure 15 Mesh topology —CAP mode
Figure 16 Mesh topology —RE mode
Figure 17 Mesh topology —CAP- Association status
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Figure 18 Mesh topology —RE- Association status

3. 2 Status — Information Page (Standard Mode)

The Status — Information Page (Standard Mode) displays the current configuration

details of the device, including:

Device Information: The system information of the device, including device name,

model, firmware version, uptime, and system time.

BEEER
- tioss
BEliRE

800E
ETTME 0BT 155 16 #

KyAir800E
V1.0.29 build 20230424

Figure 19 Device information

Network Information:

The network-related information of the device, including network mode, IP

address, etc., which can be configured in Settings > Network Settings.

PIEIEL  ROtTESL
IPER!  |Pv4 B

IPvaitaht 1921

TR

Z0AREX
DNS
#HAIDNS
g0

BLEOMACHNE

1PVt

192.168.1.220
8.8.8.8
114114114114
eth0 (POE Port)
i) ath1 (WiFi)

eth1 (LAN1) athO (WiF

9C:B7:93:99:CC:01(eth0)

9C:B7:93:89:9C:02(eth1)

fe80:9eb7:93ff:fe89:9c02/64

Figure 20 Network information

Wireless Information: Displays the 2.4G and 5G wireless information of the

device, including SSID, wireless mode, frequency, security mode, etc., which can

be configured in Settings > Wireless Settings.

13
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S 8
WiFi0
FIEEER  whc-899C03 CCQ/IEE 0% /-108 dBm
ZHER BN S (WDS) EERE 0
BSSID 9C:B7:93:89:9C:03 SHIE 20 dBm
Bx/itx FE

{SERE 40MHz
WESE) 2412 MHz (1)
802.11#5 802.11ax

2284 WPA2-PSK

WiFi1
PIEEFR  whc-899C03 CCQ/iElE  100% / -104 dBm
SR BAS (WDS) EENE 1
BSSID 9C:B7:93:66:99:04 SHIE 30 dBm
B /iR =2

SIEEE  160/80/40/20MHz
SRE(SE) 5280 MHz (56)
802.11#50 802.11ax

Z2#8:% WPA2-PSK

Figure 21 Wireless information

Connected Wireless Device Information;

Displays information about connected devices, including SSID, RSSI (signal
strength), IPv4 address, MAC address, TX/RX rates (transmit/receive speeds), and

connection duration.

s DIERTTEREEE A
PIAZTR RSSI/fEE 1Pvaitihit MAC TX/RXiEZE cca 802.11&5 EERK
3458.8 Mbps /
whc-899C03 -44/-104 192.168.1.14 9C:B7:93:AA:BB:CC 79% 802.11ax 00:10:44
2882.4 Mbps

Figure 22 Connected wireless device information
3.3 Status — Statistics Page

This page shows the network interface and traffic statistics of the device,
measuring the amount of data transferred over the network in a given period,

which is a key metric for network performance.

Network Interface Statistics:
Shows the number of bytes and packets sent and received through wired and

wireless interfaces.

14
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E2 MmOt A
BOER MACHtshE BEFHH  REFOH  BREREN KSR BICUREER  RSNREER

a40

eth0 9C:B7:93:99:CC:01 14650378 Byte 42703169 Byte 106584 101004 0 0

ethl 9C:B7:93:89:9C:02 0 Byte 0 Byte 0 0 0 0
x40

athO 9C:B7:93:89:9C:03 0 Byte 0 Byte 0 0 0 0

ath1 9C:B7:93:66:99:04 0 Byte 0 Byte 0 0 0 0

Figure 23 Network interface statistics

Traffic Statistics:

Includes wired and wireless traffic statistics, showing real-time TX and RX

(transmit and receive) traffic in graph form for better clarity.

el L

HEOEE eth0

-O- 8 -O- %=

EX
100 kbit/s -

80 kbit/s -

60 kbit/s

40 kbit/s {7

20 kbit/s

0 kbit/s L , ; : v : y . B
1 9 17 25 33 41 49

15
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TEEREST A

FoEORE ath0

-O- 8l -O- 5=
100 kbit/s 4
80 kbit/s 4
60 kbit/s -
40 kbit/s -
20 kbit/s
0 Kbit/s —g-ogmomproprompomgrompmomgro—gro—gm0mg0—0g0-promgompm0—g0mgO—gmO—0—0—0g0g0pomgomgompimgo—o—  ETIE]
9 11 13 15 17 1 1 23 25 27 29 31 33 35 37 39 41 43 45 47 49 51 53 55 57 59 61 63 65 67 69
Figure 24 Traffic statistics
3.4 Status — Network Page
This page displays the device’ s routing table, ARP table, and
bridge device list.
Routing Table: Stores the paths leading to the network to which
the device is connected.
5 1Pv4 BBEE A
B FriER BHAR wiEn mam \
0.0.0.0 0.0.0.0 192.168.1.220 br-lan 0 ‘
192.168.1.0 255.255.255.0 0.0.0.0 br-lan 0 ‘
224.0.0.0 240.0.0.0 0.0.0.0 br-lan 0 ‘

Figure 25 IPv4 routing table

16
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7 1Pv6 =

BiFhis
fe80::
fe80:
fe80::
-
fe80::
fe80::
fe80:
feB80:9eb7:93ff:fe66:9904
feB0:9eb7:93ff:fe89:9c02
' fe80:9eb7:93ff:fe89:9c03
' f00::
f00::

ff00::

ARP Table: Records the
Z ARP =
IPHbhiE

192.168.1.220

Bridge Device List:

Lists the MAC addresses of other devices communicating through the device

BISR AR HiEn
54 8 br-lan
64 L ath0
64 = ath1
128 lo
128 lo
128 lo

128 lo

128 lo

128 lo

128 lo
8 = br-lan
8 g ath0
8 - ath1

Figure 26 IPv6 routing table

256

256

256

mapping between used IP addresses and MAC addresses.

MACiHhhE

00:E0:4C:67:34:C7

Figure 27 ARP table

within 300 seconds and their aging times.

= ERERIE

MACitht
9C:B7:93:AA:BB:CC
9C:B7:93:99:CC:01
9C:B7:93:89:9C:03
9C:B7:93:89:9C:02
9C:B7:93:66:99:04
3C:97:0E:84:1B:D9

00:E0:4C:67:34:C7

ZbmiE

oF
0
0%
0Fs
6%

oF%

Figure 28 List of bridging devices

3.5 Status — Logs

This page displays the

log information of the device.

17
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Stat

[info][2022-12-19 19:35:53.788428][] [origin software="rsyslogd" swVersion="8.1901.0" x-pid="1320" x-
info="https://www.rsyslog.com"] start

[notice][2022-12-19 19:35:54.035432][netifd] Bridge 'br-lan’ link is down

[info][2022-12-19 19:35:55.094929][kernel][ 36.976626] nss-dp 39d00000.dp1 eth0: PHY Link up speed: 1000
[notice}[2022-12-19 19:35:55.145460][netifd] Network device ‘eth0' link is up

[notice][2022-12-19 19:35:55.146357][netifd] Bridge 'br-lan’ link is up

[info][2022-12-19 19:35:58.840295][dnsmasq[2100]] started, version 2.80 cachesize 150

[info][2022-12-19 19:35:58.841140][dnsmasq[2100]] DNS service limited to local subnets

[info][2022-12-19 19:35:58.841900][dnsmasq[2100]] compile time options: IPv6 GNU-getopt no-DBus no-i18n no-IDN DHCP
DHCPv6 no-Lua TFTP no-conntrack no-ipset no-auth no-nettlehash no-DNSSEC no-ID loop-detect inotify dumpfile
[info][2022-12-19 19:35:58.842637][dnsmasq-dhcp[2100]] DHCP, IP range 192.168.10.50 -- 192.168.10.252, lease time 2h
[info][2022-12-19 19:35:58.843468][dnsmasq[2100]] using local addresses only for domain test

[info][2022-12-19 19:35:58.844349][dnsmasq[2100]] using local addresses only for domain onion

[info][2022-12-19 19:35:58.845293][dnsmasq[2100]] using local addresses only for domain localhost

[info][2022-12-19 19:35:58.846058][dnsmasq[2100]] using local addresses only for domain local

[info][2022-12-19 19:35:58.846772][dnsmasq[2100]] using local addresses only for domain invalid

Figure 29 Status — Logs

18




KYLAND Sett

4  Settings

The Settings page allows detailed configuration of the device, including
Wireless Settings, Network Settings, Traffic Management, Service Settings, and

System Settings.
4.1 Wireless Settings

4.1.1 Wireless Settings — Standard Mode

In Standard Mode (i.e., Mesh Mode is disabled), the wireless settings page is
shown as below (5G as an example) :

Meshig= @
sotess @D
MTrans @
FemaEEE O WIFi04G)  © WIFi1(56 == @D
BE A
ExAgx | FE FEED =3
SERmE  160/80/4020MHz wEerriEs @D
FEEI8(dBi) 0
BHIE e——) 30
ERAE A
80211187 802 11ax Srans &
= ZER0Rs A
B RtaEER B2 IEREER E3
[ @) Wireless_5G WPA2-PSK/WPA3-SAE bl
©) ZEmERE ~
BE  WiFi0R4G) @
WiFi1(56) @
rE A
HREEE) 30 MACHIESEFF: @ ®

Figure 30 Wireless Setup — 5G Access Point Mode
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Settings: For selecting wireless networks, the device supports 2.4G and 5G
bands.

When enabled, the corresponding band can be configured; when disabled, the band is
turned off.

Mesh Mode: When Mesh Mode is enabled, the device enters Mesh Mode, and
wireless configurations revert to Mesh defaults. Clicking Add Node in CAP or RE
starts Mesh network formation. Disabling Mesh Mode restores the device to
Standard Mode with default wireless settings.

5G Priority: Enabled by default, this feature works only when 2.4G and 5G SSIDs

are the same. It ensures that wireless terminals prioritize connecting to the 5G
band.

MTrans (Seamless Roaming): This feature works only in client mode, ensuring

all 2.4G and 5G wireless interfaces are not in access point mode.

3
(1]

O WiFi1(5G

o
1
O/

Figure 31 Wireless Settings —Mtrans

Minimum Signal Strength for Operation: The threshold value for roaming
switching; roaming occurs only if the signal strength drops below this value.
The result depends on the signal strength difference.

Signal Strength Difference: Roaming succeeds only when the signal strength
of the new frequency band is greater than: minimum signal strength + signal
strength difference.

Example: If the current 5G signal strength is —50, roaming occurs when it drops
below —55 (minimum signal strength). It succeeds only if the 2.4G signal exceeds —45

(-55 + 10).

Wireless Settings Page: The wireless settings page contains Basic Settings and
Advanced Settings, allowing the following configurations:
Country/Region: : Different standards apply to different regions; select the

20
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appropriate country code.

Channel Width: Limits the upper and lower frequency range allowed on the
channel. Default is automatic in client mode.

Frequency (Channel): Center frequency of the carrier; must match between access
points and clients.

Auto Channel List: Configurable when the frequency is set to automatic,
controlling the range of working channels.

21
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Output power: the power of the device transmitting wireless signals, users
adjust it according to the distance between the devices, when the output power
is increased, the signal strength will be improved, so as to increase the

transmission distance of the device.

802. 11 mode: 2.4G wireless support 802.11b/g/n, 802.1lax, the default is
802. 11ax, bG support

802. 11a/n, 802.1lac, 802.1lax, the default is 802.1lax (Note: some countries and
regions do not support it)

802. 11AX).

JTrans: After it is enabled, it will interfere with other devices on the same
channel indiscriminately, and the wireless service of the interfered device will not
be available. The interference capability decreases according to the different
levels of high, medium, and low. When it is low, this function has basically no
impact. When it is high, the interference ability is the highest

If yes, the interfered device may be disconnected. Enable this function with caution.

Dynamic channel selection (DCS): Dynamic channel selection is a function
that detects and avoids interference. When the bottom noise or interference of
the channel reaches a certain level, the device will dynamically switch to a
channel with less interference. This function selects “Automatic” at the

frequency

This function takes effect when there are multiple channels in the automatic
channel list, and cannot be configured after a fixed channel or when there is

only one channel in the automatic channel 1ist.

Temperature control switch: The temperature control switch is enabled by default

to prevent the CPU temperature from being too high and damaging the device due to
high load.

Wireless Interface Setting: The wireless interface can be added, modified,
deleted, and a maximum of 8 wireless networks can be added in a frequency band
Interface. In the 2.4G wireless port Settings, two wireless ports are enabled by
default. The network with MGMT in the following figure is the wireless management
port. When a mobile phone or laptop is associated with this network port, it can
access and manage the device, but cannot access the Internet. When a network port
without MGMT in the network name is associated, the terminal can access the device
and the Internet.
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TemmEz O WIF0(24G) O WIFi1(56) = @D
= IEERE A
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BR/HX +E EE(SE) =)
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Figure 32 Wireless Settings — 2.4G access point
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Caution :

Networks with “MGMT” cannot be restored via *’Add’’ after deletion, but can be
caumion - restored via the reconfiguration wizard.

To configure the wireless network, click "Modify” button, the following page

will pop up.
EFgE
ey
PIEERR Wireless_2G T BAs=
rENEeRy @ =28 WPA2-PSKWPA
TR eessnsessanasene
EREE
e
sreEE @ sXEEE 127
BrRE @ BMENESRE %5
MACiTiE @

i @
Figure 33 Wireless interface Settings — Common wireless network 2G
EfRgE

PIEEERR Wireless_MGMT_899C TS BAR

pENEEk @ =28 WPA2-PSKWPA

EX3 EX
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Figure 34 Wireless Port Settings —-MGMT Manages the wireless network

The following parameters can be set:

Network Name (SSID): The value used to control the access to the wireless

network. When other devices connect to this device, only the same SSID can
communicate with each other and establish a wireless connection. The network
name can contain 1 to 32 characters (1 Chinese character3d digits), English,
numbers and special symbols! @ # $% ~ & * () + - =<>2 /:|[J{} ’. And non-
starting and ending Spaces.

Wireless mode: The device has four wireless modes, including access point,
client, client (WDS), access point (WDS).

Caution :

Client mode and access point mode are used together, and client (WDS) and access point
(WDS) are used together, not mixed

Security Mode: Wireless encryption mode, support: open (no encryption),
WPA2-PSK, WPA/WPA2 mixed —PSK, WPA2-PSK/WPA3-SAE four, users can choose the

corresponding encryption according to their own security requirements
WPA2-PSK/WPA3-SAE has the highest security.

Key: You need to enter the password when associated with the wireless, the
key only supports 8 63 bits of upper and lower case English letters, numbers,
special symbols! @ # $§% ~ & *x ) + - =<>? /:[]J{} . And non-starting and

ending Spaces.

Caution :

The network name, security mode, and password of the devices to be associated with
each other must be the same. Otherwise, the devices cannot be associated with each

Hide Network name: Hide the wireless network name (SSID). Check this

function, other mobile phones, computers and other terminals

The client device cannot search for the SSID of the access point device. This
prevents the client device from being connected by others and does not affect

its own use. (Only displayed on the access point page).

Client isolation: Enabling this feature prevents devices connected to the same
access point device from communicating with each other, i.e

Duplicating the IP of each client will not have any effect on communication (only
the access point page is displayed).
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MAC address locking: In a network environment where there are multiple
identical SSIDs around, the client device can specify the access point to be
associated by setting the wireless MAC address locking of the corresponding
access point (only displayed on the client page).

User speed Limit: Limits the uplink and downlink speeds of users associated
with the device (only displayed on the access point page,

WDS access points do not support user rate-limiting functionality).

Maximum users: the access point limits the number of connected users by setting

it (displayed only on the Access Point page).

Minimum access signal limit: The access point limits the minimum signal
strength of the associated device by setting it, and devices with signal
strength lower than the set value cannot be associated successfully; even if the
association is successful, once the associated signal strength is lower than the
set value, the client will be kicked off the access point device.
Minimum Access Signal Limit:The access point limits the minimum signal strength of the
associated device by setting it, and devices with signal strength lower than the set value
cannot be associated successfully; even if the association is successful, once the
associated signal strength is lower than the set value, the client will be kicked off the

access point device.
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MAC Filtering: Allows devices inside or outside the list to communicate (only
shown on the Access Point page).
802. 11r: Implements roaming of wireless terminal devices through Fast BSS

Transition. (Only WPA2-PSK security mode is supported).

Wireless Network Probe: Enable this function to locate the terminal. When the
terminal (e.g. cell phone, computer, etc.) is within the signal coverage area of the
device, the device can detect all the messages sent by the terminal and report them
to the server to analyze and calculate the position of the terminal.

Location. The following parameters can be configured.

=]

30 MACHBIES T @ ) @

Figure 35 Wireless Settings — Wireless network probe
Report interval: indicates the interval at which data is reported to the

server.

Scan Type: Indicates the type of terminal devices scanned by the device
(access point, client, access point, and client). Server address: IP address of

the server that receives data.
Server port: port of the server that receives data.

MAC address filtering switch: This switch is disabled by default. After
this function is enabled, MAC address filtering is performed. Only device data
matching the MAC address filtering rules is reported. Otherwise, data is
discarded. A maximum of five filtering rules can be added and fuzzy matching is

supported.

The following section describes how to configure wireless association between

two devices (the wizard page can also be quickly configured, see section 2
Chapter 2.2), the device supports four modes: access point mode, client mode,
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access point (WDS) mode, and client (WDS) mode. It is recommended that client

mode and access point mode be used together, and access point (WDS) mode and

client (WDS) mode be used together.

Caution :

During wireless association, the network name, frequency (channel), security mode,
and key of the access point and client device must be consistent.
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4.1.1.1 Configuring an Access Point

In the "Wireless Network” selection, tap the wireless band you want to use, such
as "WIFT1(5G)”.

2RE

Meshi&=l @
seits: @D
MTrans (@
FemEnE O WIF0R4G)  © WIFi1(56 == @

Figure 36 Wireless network selection
Click Modify in Wireless Interface Settings and set the parameters as required,
for example, change Network Name to Wireless link, and click Finish to exit the

current configuration window.

EFEE
N
RUEEER Wireless_link e BAR
EEmEsh @ #2185 WPA2-PSK/WPA3
225~ [
RS
e
EFERE @ BEAAFH 128
ErEE @ BMNENESRE | 05
MAC i3
)

Figure 37 Wireless Interface Settings — Modify the SSID

Click “Save” in the upper right corner. The access point is configured.

eroot RS &F I8

Figure 38 Save

4.1.1.2 Configuring a Client

In “Wireless Network Selection”, tap the wireless band you want to use, such as “WIFI1(5G)”
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Meshigxl @
sitse @D
MTrans .
mgmmsE O WIFI0246)  © WIFi1(5G e

Figure 39 Wireless network selection

Click the "Modify” button of “Wireless Interface Settings” to change “Wireless Mode”
to client and “Network Name” to Wireless link and click Finish.

e
MEEZR Wireless_link TR B
MACHEHEE Z2MEX WPA2-PSKWPA
TEE sessssessesssene
Ex) EX

Figure 40 Wireless Interface Settings — Modify the wireless mode and SSID

Click Save in the upper right corner. The client configuration is complete.

‘E’adnﬁn RS &F IS

Figure 41 Save

In this case, the client can successfully connect to the access point named

Wireless link.

4.1.1.3 Configuring an Access Point (WDS)

Follow the same steps as 4.1.1.1 to change the Access Point mode to Access Point
(WDS) mode.
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4.1.1.4 Configuring a Client (WDS)

The procedure is the same as 4.1.1.2. Change the client mode to WDS mode.

4.1.1.5 Associate devices by scanning signals

Log in to the client device page, enter the wireless setting module, click “Scan
Signal”, the list of scanned aps will appear, and find the SSID you want to connect
in it, such as Wireless 5G. If you do not find the device you want to connect, click
below. Rescan. When found, click “Select” or “Lock” below the scan result.

HEasE

S PAE R MAC ME(EE) =SEE

Q1 Wireless 5G 9C:B7:93:F5:E7:96 5260 MHz ( 52) ill 24
2 OFFICE_RD 9C:B7:93:EA:10:61 5745 MHz ( 149) -62
3 ZA 5G 1 9C:B7:93:EA:0F:91 5745 MHz ( 149 ) -65
4 LR 34:F7:16:84:05:87 5785 MHz (157 ) -68
5 3A:F7:16:84:05:87 5785 MHz ( 157 ) -68
6 EEESG A6:B7:93:F5:E7:76 5200 MHz (40) il1-72
7 EEINESG A6:B7:93:F5:E7:72 5200 MHz (40 ) ill-74
8 CC_Guest_5G_BayBengal 9C:B7:93:F5:E7:72 5200 MHz (40) 1ll-77
9 answerl 9C:B7:93:F5:E7:88 5220 MHz (44) 111-78
10 SanWeiwifi0 9C:B7:93:E9:49:0B 5745 MHz ( 149) 111-79

EHEE brias 85 B
H22% 1053 T 2 3 > dE 1 &=

Enter the key of the access point: for example, “1234567890abc” click OK,

Figure 42 Scanning signal

click the ”“Save” button in the upper right corner of the device page, and wait

for the wireless connection.
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Figure 43 Scan signal — Selected
If relevant

View status — Connected wireless device information page.
information is displayed, the wireless device is successfully associated.

as DEETERERES
PIEEER RSSI/fEE 1PvAisht MAC TX/RXESE cca 802.11&x R
6.0 Mbps / 576.5
Wireless_5G -59/-100 192.168.1.36 9C:B7:93:08:02:C9 100% 802.11ax 00:43:58
Mbps

Figure 44 View status

4.1.2 Wireless Settings —Mesh Mode
In Mesh mode (i.e., Mesh mode is turned on), the Wireless Settings page is shown

in the following figure (5G for example):

2EE
s @D

seii: @D
MTrans @
FERmEEE O WIFI0(2.4G) © WIFi1(5G) =m @
= TEEEE A
wE A
ERfpx  =E SEEE =W
BEZE  160/80/40/20MHz szereis @D
FEEIEES(dBI) 0
BHE e— ) 30
ERAE A
8021168  802.11ax JTrans | {&
sz @D
= ZEERRE A
=] PEEETR REEL BB IR
whc-899C03 WPA2-PSK =id HiEfES 2 By

Figure 45 Wireless setting—CAP mode
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veshiz=t @D
seiis: @D
MTrans (@
TR WIiFi0(24G) @ WIFi1(5G =i
TEERE A
wE A
ESME w8 wEere ks @D
FREE1BEa(dBi) 0
FHE o—— ) 30
ERRE A
8021118  802.11ax MTrans | &
=77 @O
FTEEEORE A
=) PEEERR Z2ER [SEIHRR
f whc-899C03 WPA2-PSK Bl
whc-899C03 WPA2-PSK HiEES

Figure 46 Wireless Settings —RE mode
The parameters in the above page are the same as the normal mode, see

chapter 4.1.1 for detailed explanation.

Wireless Network Selection: 2.4G and 5G wireless network cannot be turned

off in Mesh mode, and the switch is locked on.

Wireless Interface Setting: In Mesh mode, add/delete wireless network

interface is not supported.

Wireless Mode: The wireless mode is WDS mode in Mesh mode, and the wireless
mode cannot be changed. Automatic Channel Selection: Mesh mode does not support

this function.
Dynamic Channel Selection: This function is not supported in Mesh mode.

Wireless Network Probe: Wireless Network Probe cannot be enabled in Mesh
mode, and is disabled by default. To use wireless network probe, you need to

switch the device to normal mode.
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4.1.2.1 Configuring CAP and RE

Users can switch the device to the CAP or RE mode according to the
method described in this section. You can use the following methods:

Change the IP address of the directly connected PC

CAP: Modify the IP address of the directly connected device PC so that it is the
same as the gateway of the device, enabling the device to ping its own gateway address
via wired ping.

For example, change the IP address of the PC to For example, change the IP address of
the PC to 192.168. 10. 254 (the gateway of KyAir800E is 192. 168. 10. 254).

192. 168. 10. 254).

RE: Change the IP address of the PC directly connected to the device to be
different from the gateway of the device, so that the device cannot Ping the
gateway through the cable. (If the gateway is empty or the network cable is

disconnected, the device works in RE mode.) For example, change the IP address of

the PC to 192.168.10.10 (The KyAir800E gateway is 192. 168. 10.254).
Change the default gateway of the device

CAP: Log in to the device page through the wizard (see section 2.2 for

details on the wizard configuration) or network Settings (detailed steps)

See Section 4.2), change the IP address of the default gateway of the device
to be the same as that of the PC directly connected, so that the device can Ping
through its own gateway address. For example, change the gateway address of the

device to 192.168.1.10 (the IP address of the PC is 192.168. 1. 10).

RE: Log in to the device page through the wizard (see section 2.2 for details

on the wizard configuration) or network Settings (see section 2.2 for details)

Section 4.2), change the IP address of the default gateway of the device to
be different from that of the PC directly connected, so that the device cannot
Ping through its own gateway. For example, change the gateway address of the

device to 192.168.1.11 (IP address of the PC to 192.168.1.10).
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Change the network mode of the device to routing mode

Log in to the device page and click Settings to enter the network Settings
page. Change the network mode to routing mode. After the configuration is saved,
the device switches to CAP mode. In routing mode, CAP is fixed. As shown in the

picture below:

4.1.2.2 Determining CAP and RE

Users can follow the steps in this section to quickly differentiate between a

device in CAP or RE mode.
CAP mode

CAP, that is, the central access point, the unit that manages the network,
generally deployed on the home network outlet, also known as the main router. In a
group of Mesh networking, there is and can only be one CAP. If the device can Ping
its own gateway through a cable (for details about how to configure CAP, see
Section 4.1.2.1), the device automatically switches to the CAP mode. (If the
network mode is route mode, the CAP mode is fixed by default.) In the topology
diagram of the CAP device, the upper—level connection of the local device is the
Internet. Both 2.4G and 5G wireless have and only one wireless network interface,
and the wireless mode is the access point WDS. As shown in the picture below:

MeshizshE

& @

[=1::50 it
Figure 47 Mesh topology of CAP
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Figure 48 Wireless

RE Mode

RE: Routers other than the main router in a Mesh network. In RE mode,

device cannot ping its own gateway through a cable (for details about how to

cca/iEiE
ERNE
Lobay

CCQ/ER
ERnE
Loy

information of

0% / -88 dBm
0
20 dBm

100% / -106 dBm
1
30 dBm

CAP

configure RE, see Section 4.1.2.1). Only the local device is displayed in the RE

device topology. The 2.4G of RE device has only one wireless interface, which is

the access point WDS mode. 5G wireless has two wireless network interfaces,

the wireless mode is the access point WDS and the client WDS. As shown in the

picture below:

an Meshigzh =

@

AL

Figure 49 Mesh topology of RE
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Figure 50 Wireless information of RE

4.1.2.3 How to Form a Mesh Network
4.1.2.3.1 1VIMesh Networking

Users can follow the steps in this section to form a 1-to—1 Mesh network

with CAP and RE.

Log in to the pages of CAP and RE respectively. On the wireless setting page,
click the “Add Node” button of the two device pages respectively (it is
recommended to click CAP first and then click RE, with an interval of no more

than 1 minute and 30 seconds), as shown in the figure below:

i

Meshzst '[D{Eé%%i’

soiise @D

Fi0(2.4G WiFi1(5G) ==

Figure 51 Adding Nodes

After clicking the “Add Node” button on the device page, a message will appear
on the page:”Please ensure that the newly added node is in the factory-restored
state, otherwise configuration synchronization will fail, whether to continue to add

the node” is displayed, as shown in the following figure:
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RGBT A0S g, SENENE»exn, BEWmR R

L) -

Figure 52 Prompt message

Click the “0K” button to enable Mesh synchronization, and the page will display the message:
“Searching for available Mesh. Node, and synchronize the configuration information, wait about
2 minutes 7, as shown in the following figure:

Lo

W FERETMNMeNTS, REOERER, B

Bxn2ne

Figure 53: Waiting for prompt message.
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After 2 minutes, the prompt information disappears and the page returns to
the normal interface. After Mesh synchronization succeeds, the RE synchronizes
the wireless information of the CAP and associates it with the CAP. After the
Mesh network is formed, the Mesh topology of CAP and RE is shown in the

following figure:

Mesh#azhE
1=1:25%) Al Mesh{HFHEE
Figure 53 Waiting for a prompt message
=5 Mesh#azhE

@ @

E—IRisE il

Figure 55 Mesh Topology Diagram—RE-Association Status

Click the Mesh networking device (that is, the RE device) in the Mesh
topology on the CAP page. The IP address and MAC address of the RE are displayed.

Click the corresponding IP address to go to the login page of the RE.

MeshiaihE
BEM il MeshiEPig &
Dgmse ;
MeshBMig&

R R TR A IPitait: 192.168.1.14 MACisiE: 9C:B7:93:AA:BB:CC
BElfthgE  V1.0.25 build 20221219

5 MEES
Figure 56 CAP topology —Mesh network device information

Note:

The reset key on the device can also be used as a key for Mesh networking
synchronization: The CAP device and the RE device hold down the reset button for
about 3 seconds respectively. (You are advised to press the CAP button first,
and then press the RE button again at an interval of no more than 1 minute and
30 seconds.) The Mesh network starts to form.

It is recommended to preferentially click “Add node” on the page for Mesh
synchronization.

4.1.2.3.2 1V Multi—Mesh Networking

Users can form a one—to—many Mesh network between the CAP and multiple RE
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according to the following methods.

1, wired synchronization: CAP and multiple RE cable ports are connected to
the same switch, wait a few minutes, CAP and RE can complete synchronization.
Check the status and number of RE synchronization on the CAP page. After all
RE synchronization is complete, pull out the cable port of the RE. Otherwise,

a loop may occur.

2. Wireless synchronization: After the CAP is synchronized with one RE (2-3
minutes), it can be synchronized with other RE successively. You can click
”"Add Node” or press the reset button on the page to synchronize the CAP. The
specific operations are consistent with those described in section 4.1.2.3.1.
Synchronize one device every 2-3 minutes. CAP cannot be synchronized
wirelessly with multiple RE devices at the same time. It is recommended that
when RE and CAP are synchronized, the distance should be controlled within 2

meters, as shown in the following figure:
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e
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> =
il \?f/ ~~ RES

Figure 57 1V multi—mesh networking
According to the above method, after the CAP is synchronized with multiple
RE, adjust the position and distance of RE to build the MESH networking
architecture. The RE automatically associates with devices with good signals
(when there are more than 1V, it is recommended that the number of devices in

the network should not exceed 5).

4. 2 Network Settings

You can select the network mode, including bridge mode and routing mode, and
set parameters related to the management VLAN. The management VLAN is disabled

by default. see Section 4. 2.2 Advanced Settings for details.

D RS
=zvaNn @D
SEVLAN ID 3
IPiBiE 192.168.254.1
FRER 255.255.255.0
EOARIX

Figure 58 Network Settings
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4.2.1 Interface Settings

The interface Settings are used according to the network mode in the network
Settings. When the network mode is selected Bridge mode, the interface Settings

are shown as follows:

PER | IPUES IPv4 DHCPEESEE (@
IPvaitsit | 192.168.10.1 IPv6 DHCPERESE  ZR
FREE | 255.255.255.0 IPv6 DHCP BREZ3RY
BUARISS | 192.168.10.254
IPv4DNS = 88838
ZADNS | 114.114.114.114
IPvoiatit

IPveRTRIE
stPiEEE @

Figure 59 Interface Settings — Bridge mode — Static

1P IPv4 3hZ5

IPv4 DNS
E=FDNS
sTPiEEE @

Figure 60 Interface Settings — Bridge mode —IPv4 dynamic

PR | IPVe B

sTPEEE @
Figure 61 Interface Settings — Bridge mode —IPv6 Dynamic
If the IP address type is static, you can set the IP address, subnet mask,
default gateway, and DNS as required. Ensure that the IP address is not the same
as that of other devices on the same network to avoid IP address conflict. The

gateway address and IP address must be on the same network segment.
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To enable the device to access the Internet, connect the device to the Internet and
change the IP address of the device and the IP address of the router on the LAN

On the same network segment, the gateway is the IP address of the connected upper—

layer routing port, and the device is connected to the router through a network
cable.

If the IP address type is dynamic, the device can obtain the dynamically
assigned IP address after connecting to the DHCP server. If the device does not
obtain an IP address or fails to obtain an IP address, you can use the standby
IP address to access the device page for management. Note: There is no standby
IPV6 dynamic address. If the dynamic address cannot be obtained correctly, the

device cannot be accessed through the page. Therefore, use this function with

caution.

IPv4 The DHCP server is disabled by default. After it is enabled, you can
set the start IP address, end IP address, lease time, gateway, and DNS
parameters. (The gateway is recommended to be an available IP address;
otherwise, service transmission may be affected.) After a terminal such as a
mobile phone or computer is wirelessly associated with a client device, the

device can obtain an IPV4 address.

PEE P4 ES 1rva pHeriRzE @D
IPvaitat  192.168.10.1 EIFEtEAEEE  192.168
TR 255.255.255.0 125 100
ERARISE 2.168.10.254 =it

IPv4 DNS iztg ikl 2h
=HFDNS 114.114.114.114 e
IPvGiENE DN

IPVERIREE IPv6 DHCPIRESE =323
sTP & @ 1Pv6 DHCP BRZ5£RY

Figure 62 Interface Settings — IPV4 DHCP

The IPv6 DHCP server is disabled by default. If Server is selected, the IPV6
address assigned by the device can be obtained after terminals such as mobile
phones, computers, and clients are wirelessly associated with each other. (An
IPv6 address must be configured on the device before using the DHCP server.)

STP Enable: After STP is enabled, network loops can be eliminated. Ensure that
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network links are smooth when loops occur.

IPv6 address: specifies the IPv6 address of the device.

Network Mode When you select the routing mode, you can select LAN port
Settings and WAN port Settings. When you change the routing mode, the interface
bound to the LAN and WAN by default is displayed on the Bridge interface

Settings page.
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LAN port Settings: For details,
enabled,
Address.

Figure 63 Routing mode

see Interface Settings in Bridge mode.
it is recommended to use the static mode for LAN interfaces
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WAN Interface Settings: The IP type of the WAN interface is the method used by the
WAN interface to obtain an IP address, which can be static or IPv4

Dynamic and PPPOE. If static IP address is set, you need to manually set the IP
address and subnet mask to the same network segment as the network to be connected.
If IPv4 dynamic is set, the device automatically dynamically obtains an IP address
from the DHCP server. When PPPOE is configured, users need to enter the Internet
access account, Internet access password, and server name. The device uses dial

Id Authentication You can obtain an IP address from a PPPOE server, as shown in the
following figure.

< WANIES
WAN &[]
PR PPPoE
IPvaltsht | 192.168.253.1
FRIEE | 255.255255.0
192.168.253.254

EROS

BESER
Figure 64 WAN Interface Settings — PPPOE
Caution :

The LAN port IP address cannot be set to the same network segment as the WAN port IP

addrace  whon the WAN nnrt ice <ot tn ctatie TP it rcannnt ho <ot tn an avicetino TP

4.2.2 Advanced settings

Advanced Settings include bridge interface Settings, VLAN Settings, Ethernet
interface Settings, IPv4 static routes, IPV6 static routes, and interface

isolation.

Bridge Interface Settings: When Mesh mode is off, you can change the bridge

location of the interface, add or delete the bridge interface, and modify it

The configuration of the new bridge. For example, the IP address, subnet mask,
and gateway of the new bridge are not required. You can set these parameters
based on requirements. You can also delete a newly created bridge. A bridge

interface created by the system cannot be deleted. The device contains five
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interfaces: eth0O, ethl, athO, athOl, and athl. ethO corresponds to the LAN port
on the POE power adapter, ethl is the LAN1 port on the device, athO is the 2.4G
wireless interface, and athOl is the 2.4G management wireless interface. athl is

a bG wireless interface. The following is the default display of the bridge

interface in routing mode.
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Y SHEE A
HEOEE A
HEOER STP %0 B E3
br-lan XA ath0 ath01 ath1 eth1 /
br-wan eth0 /

Figure 65 Bridge interface Settings — Routing mode

Caution :

When multiple bridge interfaces are created, only one gateway can be configured
The gateway configuration can be left blank.

VLAN: The VLAN function allows users to connect to each network interface. Add

multiple VLAN interfaces. ID of a VLAN

The VLAN ID ranges from 3 to 4094. Each VLAN ID indicates a different VLAN value.

Add VLAN whose VLAN ID is 10 to port ethl, as shown in the following figure.

VLAN P
=1 &0 VLAN ID 3
T eth 10 /

Figure 66 VLAN

The VLAN function needs to be used together with the bridge interface
settings, as shown in the following figure, add VLANs to both devices ethO and
athO, with ID 10, and put them in a newly created bridge interface vlanl0 (also
available as the default bridge interface). The wired ethQ interface needs to be
connected to a device that supports VLAN1O (e.g., a VLAN switch whose ports
support VLAN 10) to access the device for management via the bridge address
where eth0.10 is located. For wireless services via VLAN, the wireless

associated peer device should also support VLAN1O (e.g., athO adds VLAN 10).

48



KYLAND

Sett

M ER
frEaE
HHEOEH STP 0 2
br-lan il ethO ethl athO ath01 athl Vi
vlan10 e eth0.10 ath0.10 Vi
VLAN
= #O VLAN ID 25
T ethd 10 Vi
Tz ath0 10 V|

Figure 67 VLAN settings

Common connection methods are shown in the following figure:

eth0.10 @ !» ((( 9
- . =
VLAN10 g N
PC ath0.10 ath0.10

Figure 68 VLAN connection diagram

49



KYLAND Sett

Management VLAN: After the management VLAN is enabled in network Settings,
the VLAN for the device’s wired and wireless ports is automatically added to the
VLAN Settings. The mgmtvlan is created in bridge port Settings and the created
VLAN ports are added to the VLAN Settings

In mgmtvlan, after a device (such as a VLAN switch whose VLAN ID is 3) is
connected to VLAN3, you can use the IP address set by the management VLAN to
access the device page for management. However, the management VLAN does not

support data service forwarding.
==viaN @
BEVLAN ID 3
|PHEdE 192.168.254 .1
F RS 255.255.255.0

AR

Figure 69 Management VLAN Settings

Ethernet interface Settings: You can configure Ethernet interfaces for eth0O and

ethl. Select the auto negotiation mode. Set

The standby Ethernet port automatically sets the maximum transfer rate based on
the connected device. If auto negotiation is not selected, the user can set the
Ethernet port rate (10M/100M/1000M/2500M) and single duplex (full duplex/half
duplex).

LIRS

BOZR [ 3 EWT

I
H
=
it

eth0

I
)
S
Bt

ethl

Figure 70 Ethernet interface Settings

IPv4 Static route: This function allows you to set IPv4 static routes. Click Add
and the following page will pop up:
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R0 IPvABRSEES

Figure 71 IPv4 static route — Add
Outgoing Interface: Indicates the bridge interface of the corresponding network

segment.

Target network: target network segment.

Subnet Mask:the IPv4 address of the gateway and the outgoing interface must be
in the same network segment

Leap Points: the number of routers passed during transmission.

Configure the corresponding parameters and click Finish, as shown below:

IPv4ERSERE A
HEO Bk FPAEE EOARER s 31
lan 192.168.10.0 255.255.255.0 192.168.1.12 3 / m

Figure 72 IPv4 static route

IPv6 Static route: This function allows you to set IPv6 static routes. Click Add
and the following page will pop up:
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Figure 73 IPv6 static route — Add

Set the corresponding parameters and click Finish, as shown below:

IPVOERESEEER ~
€HiEO BitrhsE BISRIKE E0ARIX 2g=tsd E31]
lan 2000:: 64 2001::1000 3 / ﬁj

Figure 74 IPv6 static route

Interface isolation:

Wired port isolation: This function is disabled by default. After this function
is enabled, wired ports on the device cannot communicate with each other.

Wireless interface isolation: This function is disabled by default. After this
function is enabled, wireless interfaces on the device cannot communicate with
each other.

EOEs ~
0 k]
sl &
Tl ®

Figure 75 Interface isolation
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4. 3 Traffic Management

When a user wants to block certain devices, the firewall can be used. Firewall
rules do not affect outgoing packets from the device. The default setting is off.
When enabled, the default rule is set to “Discard.” Rules in the filter settings
default to “Accept,” meaning only packets satisfying these rules are received,
and all others are discarded. If the default rule is “Accept,” the filter
settings default to “Discard,” meaning packets satisfying these rules are

discarded, and all others are received.

Note:
Firewall rules do not affect outgoing packets. Do not set “Source IP” to the
device’ s IP.

If the default rule is “Discard,” ensure filter rules are correctly configured to
avoid service disruptions. Non—professionals should use this feature cautiously.

= Bikig

== @D
EC IS~
IPEEaE N
=L BiF B0 1Y &P BIPEE BrIP BHIPERS
MAGE SRS A
=1 Bix B0 BMAC EIfIMAC

Figure 76 Firewall Configuration
Example 1: A device is directly connected to a computer. Configure firewall
rules on the device to block packets with source IP address 192.168.197.100 on

interface eth(0. Add two reciprocal rules in the IP filter settings:

(O Target: Discard, Interface: ethO, Protocol: 1IP, Source IP/Mask:

192. 168. 1. 100/32, Destination IP/Mask: 192.168. 1. /32.

@ Target: Discard, Interface: ethO, Protocol: 1IP, Source IP/Mask:

192.168. 1. 1/32, Destination IP/Mask: 192.168. 1. 100/32.
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Sl
== @
AT =il
IPiTyEiaE -
= BiF =0 Y BIP BIPER BauP BIPER
Fis == eth0 P 192.168.1.100 32 192.168.1.1 32 /i
FE == eth0 P 192.168.1.1 32 192.168.1.100 32 Z

Figure 77 IP Filter Settings

Example 2: A device is directly connected to a computer. Configure firewall

rules to block packets with MAC address 00:00:00:00:00:01 on interface ethO.

Enable the firewall, set the default rule to “Accept,” and add two rules

in the MAC filter settings:

@O Target: Discard, Interface: ethO, Source MAC: 00:00:00:00:00:01, Destination MAC:
(Device’ s bridge MAC address).

Note :

The bridge MAC is usually the smallest MAC value among wired ports.

@ Target: Discard, Interface: ethO, Source MAC: (Device’ s bridge MAC address),
Destination MAC: 00:00:00:00:00:01.

MACHIERE A
=1 Biz =0 BEMAC BHIMAC
e = ethO 00:00:00:00:00:01 9C:B7:93:89:9C:02 VA
= == eth0 9C:B7:93:89:9C:02 00:00:00:00:00:01 VA

Figure 78 MAC Filter Settings
Interface Rate Limiting:

You can limit the upload and download rates for device interfaces. This is

off by default.Example: Limit the ethl interface upload and download rates
to 1024 kbit/s.

@ mOmE=
=] &0 HEEE (kbit/s) TEHEE (kbit/s)
T2 eth1 10240 10240 VA

Figure 79 Interface Rate Limiting
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QoS Priority:

QoS (Quality of Service) refers to a network” s ability to provide better service
for specific communications. This is a network security mechanism to address latency
and congestion issues.

P QoStEsER
Bix BiF VLAN BAA EhoE
B BMAC  EMIMAC Cos DSCPIPXE  &IP BP0
CoS DSCP ID E i) O

Figure 80 QoS Priority

Target CoS: Target Class of Service, range 0 -7, corresponding to priority
levels.
Target DSCP: Differentiated Services Code Point, range 0 -63. Used to

classify and prioritize traffic.
Conditions:
Source MAC: Source MAC address.
Destination MAC: Destination MAC address.
VLAN ID: VLAN ID.
CoS: Priority level.
Ethernet Type: Ethernet type.
DSCP: DSCP value.
IP Type: IP type.
Source IP: Source IP address.
Destination IP: Destination IP address.
Source Port: Local port.

Destination Port: Remote port.

4, 4 Service Settings

Time Settings: Set the device’ s time by selecting different time zones. Time

synchronization methods include:

Manual Time Sync: You can manually set the time or click “Sync with Computer

Time.”
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NTP Time Sync: Enter the server address, NTP port, and synchronization interval
(default: 15 minutes). Ensure the device can access the internet (refer to

section 4.2.1 for interface settings). The time will be calibrated automatically

via the NTP server and displayed on the status page.

56



KY7LAND Sett

FEREE )
i (GMT+8)dras ==
SEaTE)
waAX @ #HEISEN: SFahieRET

st
SirEvatiamEs
Figure 81 Service Settings—Time Settings (Manual)
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Figure 82 Service Settings — Time Settings (NTP)

Remote Management : When SSH is enabled, use terminal software that supports

SSH (e.g., SecureCRT, Xshell) to connect. Enter the device IP, login credentials,

and manage the device backend. If SSH is disabled, remote backend login is not
possible.
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Figure 83 Service Settings — Remote Management

web Service: Users can choose to log into the device interface using HTTP or
HTTPS.

- WebfRE
WebfBE HTTP #I HTTPS
Figure 84 Service Settings —web Services
Device Discovery: When enabled, this feature works with specific device

discovery tools to display discovered devices’ MAC address, IP address, and

other relevant information.

bix]
T}
3f
r)__ﬁ
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Figure 85 Service Settings — Device Discovery

Scheduled Reboot: Enable this feature to reboot the device at scheduled
intervals. By default, this function is disabled.

THER

Figure 86 Service Settings — Scheduled reboot
Remote Logs : Enable the remote logging function and set the IP address of

the remote log server. The server port is set to 514 by default. After
saving and applying, relevant log information will appear in real—-time on

the remote log server.

Figure 87 Service Settings — Remote Logging

AC Management: This feature is enabled by default and works with the AC
management system.

I ACEE ~
=F @D KA | 5
#=0 lan ErExE @
iva= shanghai

Figure 88 Service Settings —AC management

Position: Input the desired location of the device to display it on the AC map.

Discovery Mode: There are two modes for an AP to discover an AC: manual and
automatic Manual Specification: Add primary and backup AC addresses, which

correspond to the AC management system’ s IP.

Automatic Discovery: For Layer 3 connections, configure the DHCP server’ s
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Option43 field with the AC’ s IP address. For ease, non—professionals are

recommended to use the Manual Specification mode.

Fill in the Option43 field with the IP address of the AC, and you need to
configure the IP address of the access point to be obtained automatically,
that is, the IP type is IPV4 Dynamic, and it is recommended that non—

professionals configure the discovery method manually here.

Option43 Field Format: 8007000001AC122847

* 80: Fixed value, no changes needed.

* 07: Length field, indicating the byte length of the data that follows.
* 0000: Fixed value, no changes needed.

* 01: Indicates the number of IP addresses that follow; in this case, it is

one IP address.

* AC122847: Represents the AC IP address (172.18.40.71) in hexadecimal. To
use a different AC IP address, modify the last 8 characters to correspond to

its hexadecimal value. Other parameters can remain unchanged.
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Client Recovery : When enabled, the AC can recover clients that have
disconnected from the access point (AP). The AP and AC must have the same system

and configuration for this function to work.

Caution :

Client devices can successfully join the AC only when this feature is enabled, the
devices are connected to an access point, and that access point has the AC function
enabled and is part of the same AC system.

Ping Watchdog : This feature continuously monitors the device’ s status by
pinging a target host or device IP. If a defined number of ping replies are not
received, the device will reboot.Recommended for Client Mode, not for Access Point
Mode. Disabled by default.

Ping $RitlS A

== @

Ping 5=WUREY 20

Figure 89 Service Settings —Ping Watchdog
Ping Interval:Time between each ping (seconds).
Ping IP Address: Generally, enter the IP address of the target host or device.

Client Mode When the Ping watchdog is enabled, enter the IP address of the access
point connected to the client.

Startup Delay: After the system of the device is started, the device will
start pinging the target host only after the set delay time has elapsed, in

seconds.

Ping Failure Count: Number of failed pings before the device reboots.

Caution:

If you want to modify the Ping watchdog parameter Settings, disable the Ping watchdog
first. After the Ping watchdog takes effect, enable the ping watchdog to configure
new parameters.
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Load Balancing: Dynamically adjusts the number of terminals that can be associated
with each AP device according to the set number of associated users and traffic
thresholds to achieve load balancing. Within the same equalization group, the
configuration of the master AP (whoever powers on first is the master AP) prevails.

The configuration of the master AP (whoever powers on first is the master AP)
prevails. The device is turned off by default.

Caution :

The load balancing function is available only in common mode. It is unavailable in
Mesh mode and route mode.

-2t
== @
PHEEID 51
1EsEIP 192.168.1.200
=REEAS0OE () 60
ERES/INALEE (7 5
EREEAELRE 3
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=t &E(E (Kbps) 1024

Figure 90 Service Settings — Load Balancing

Switching Group ID: Identifies a balancing group.

Switchover group IP address: identifies the balancing group. This is the
virtual IP address of the master AP. Devices in the balancing group are assigned

to this IP address

Devices with IP addresses report their own status, facilitating AP scheduling
balance. The IP address cannot be the same as the LAN address of the device;

otherwise, the load balancing function does not take effect.
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Caution :

» The group IP must be on the same network segment as the LAN IP address.
> Group ID and Group IP are the unique identifiers of a balanced group. When
there are multiple APs in a LAN, these 2 values must be unified to be in the

same load balanced group.

Load balancing mode: Load balancing modes include traffic and number of
users, that is, balancing devices based on traffic or number of users. High—load
access window duration: Total access window duration.

Minimum authentication interval with high load: Limits the client access
frequency. The window time divided by the authentication interval must be
greater than or equal to the number of Windows.

High Load Access Window Count: This is the maximum number of times an access
point will reject a terminal device’ s connection within an access window time.
When the count reaches the set value, the client will be allowed to access again
after making another request. If the count has not been reached, both the window
time and count statistics will be reset.

Traffic Balancing Threshold: This is the maximum traffic value that triggers
the load balancing algorithm in traffic—-based load balancing mode, usually used
in conjunction with traffic difference values. When the traffic is below the
threshold, clients can connect freely. When the traffic exceeds the threshold,
the system checks if the traffic difference between the current device and the
device with the minimum traffic has reached the set traffic balancing difference.
If it has not reached the difference, the device will allow the client to
connect; if the difference is reached, it will reject the client’ s access.

Traffic Balancing Difference: This works in conjunction with the traffic

balancing threshold.
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User Count Balancing Threshold: This is the maximum number of users that
triggers the balancing algorithm in user count—based load balancing mode,
usually used in conjunction with the user count balancing difference. When the
user count is below the balancing threshold, clients can connect freely. When
the user count exceeds the threshold, the system checks the difference in the
number of connected clients between the current device and the device with the
fewest clients. If the difference is less than the user count balancing
difference, the device allows the client to connect; if the difference is
greater than or equal to the user count difference, it will reject the client’ s
connection.

User Count Balancing Difference: This works in conjunction with the user
count balancing threshold.

SNMP (Simple Network Management Protocol): This is mainly used for simple
network management of devices through an MIB Browser. It supports SNMPv2 and
SNMPv3 protocols, allowing you to read and write certain device information and
modify its configurations. By default, the feature is disabled.

SNMP v2: It uses community name authentication and transmits data in
plaintext, making it less secure. To use management software, enter the group
names configured below to connect to the device.

* Group Name (Read-Only): Default is “public”, and it can be modified.
When using SNMPv2 with MIB Browser, enter the device’ s group name (Read-only)
in the Read community field.

* Group Name (Read-Write): Default is “private” , and it can be modified.
When using SNMPv2 with MIB Browser, enter the device’ s group name (Read-write)
in the Set community field.

* Location and Email: By default, these fields are empty, and SNMPv2 can
still connect without filling them.

SNMP v3: This improves upon SNMP v2 by enhancing security and management
mechanisms. To use SNMPv3, the relevant authentication and encryption
information must be provided, offering significantly better security.

* Username: Default is “user” , and it can be modified. When using SNMPv3
with MIB Browser, enter the device’ s username in the User Profile name field.

* Group: Default is RWPriv (supports read-write with authentication and
encryption). It also supports RO (read-only, no authentication or encryption)
and RWAuth (read-write with authentication).

* Authentication: Default is SHA, but MD5 authentication is also supported.

63



KYLAND Sett

Authentication Key: Default password is “12345678” .
Encryption: Default is AES, but DES

encryption mode is also supported.

Key: Default password is “12345678” .

== SNMP

SNMP v2 2= A
=5 @D EER (RE) public
ia= HER (E5) private
]

SNMP v3 28 A
== @D MZE = AES

Brs user | ceseceseccessens
=} RWPriv

IE SHA
4 esssesscessenens

Figure 91: Service Settings — SNMP
4.5 System Settings

The system settings interface consists of system settings, firmware
configuration, and account management, as shown below:
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Figure 92: System Settings
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Device Name: Users can set the device name according to their

needs.

Language: Users can choose the language for the page display.

Login Timeout: When the user does not operate the device for a time exceeding
the set timeout value, the page will automatically redirect to the login page.
Configuration File Export: Clicking “Generate Backup” will back up all
current configurations on the web page to a local file.

Note: Configuration files cannot be manually modified.

Note:

Configuration files cannot be manually modified.

Configuration File Import : Clicking “Choose File” and selecting a
previously downloaded configuration file and then clicking “Upload” will
restore the device configuration to the state of the backup configuration
file.

One—Click Information Export: Clicking “Download” will export the system log
file, which contains the configuration file.

Factory Reset: Clicking “Execute Reset” on the webpage will redirect the page
to the waiting screen. After the reset is complete, the page will redirect to
the default backup IP address, and the device’ s configuration will revert to
factory settings.

Restart: Clicking “Restart” will reboot the device system, and the
configuration will remain unchanged after the reboot.

Firmware Upgrade: Click “Choose File,” select the version to upgrade, and
click “Upload Firmware.” Once the firmware upload is completed, choose whether
to retain the configuration file and check the box as needed. Finally, click
“OK” to begin the upgrade.

)

Figure 93 Firmware upgrade

B2 HE, EIEeiE NI E! B2F "RE" ATk
B8{8: 7c36ede00049637f93aeeba8de529444
Fv: 32.85 MB

FEEEH

i
al
Wi
130
il
Ll
Il
I
=
Hd
R

S|
A
q\
il

o
|l

%
fifl

65



KY7LAND Sett

Modify Password: When the modify user password function is enabled, users can modify the
device’ s username and password from the device’ s web interface. To enhance information
security, please regularly change the device password and avoid using overly simple passwords
such as pure numbers, letters, or birthdays. The password is stored in a separate module, so
do not change other configurations when modifying the password.

A TR

Figure 94: Modify Password
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5 Tools

The tools page is divided into two sub—pages: Ping IP and Link Test, which are
described below:

5.1 Ping IP

Enter a device’ s IP address and click “Ping.” The collected data will display
the Ping result, as shown in the figure below:

Ping IP
IPRtEtIE/ R 192.168.1.220 Ping

HrEEaTEEE PING 192.168.1.220 (192.168.1.220): 56 data bytes

64 bytes from 192.168.1.220: seq=0 tt|=128 time=0.684 ms

(e}

64 bytes from 192.168.1.220: seq=1 ttl=128 time=0.654 ms

(=}

64 bytes from 192,168.1.220: seq=2 tt|=128 time=0.875 ms

[t}

64 bytes from 192.168.1.220: seq=3 ttl=128 time=0.606 ms

noNNN

[le}

64 bytes from 192.168.1.220: seq=4 tt1=128 time=0.657 ms

--- 192.168.1.220 ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss

round-trip min/avg/max = 0.606/0.695/0.875 ms

Figure 95: Ping IP

5.2 Link Test

Iperf testing can be used to test maximum bandwidth performance, reporting
bandwidth, delay jitter, and packet loss. It has client and server modes for
testing the throughput between devices wirelessly. Device 1 selects “Server,”
and the Iperf interval is the time interval for displaying throughput on the web
page. Device 2 selects “Client,” and the Iperf server enters Device 1’ s IP
address. The number of Iperf threads corresponds to the number of threads running
simultaneously during the throughput test, and it is recommended to set to 10.
The Iperf test time corresponds to the number of seconds the Iperf test runs. The
Iperf interval is the time between throughput readings shown on the webpage.

After filling out these parameters, click “Start” to perform the test.
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Figure 96: Link Test — Client Mode
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Figure 97: Link Test — Server Mode
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6 Logout

“Logout” 1is used to log out of the device page. When the user clicks “Logout”
at the top right, it will redirect to the login page.

eadmin RS &HF I8

Figure 98: Logout
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7

Troubleshooting

What should I do if I can’ t log into the device with its IP address?

MConfirm that the device is connected correctly and the network cable is not
loose.

@Confirm if the device’ s IP address has been changed.

BConfirm that the computer’ s IP address is 192.168.1.X (X between 2-254,
excluding the device’ s IP).

(@Restore the device to factory settings and try logging in again.

How to restore factory settings?

(DRun cmd on the computer and ping the device’ s IP to confirm if the IP address
is correct.

@Make sure that the computer’ s IP address and the bridge’ s IP address are in

the same local network.

Why can’ t the terminal device connect to the AP?

(DThe signal strength is too weak. Check if the transmission power is set to the
maximum, and if there are obstructions, adjust the AP deployment position.

@2Check if the AP has enabled the weak signal rejection function. Adjust the
threshold or disable this function.

(3)Check if MAC address filtering is enabled. Add the terminal’ s MAC address to the whitelist.

Can’ t access the Internet after the terminal is associated with an AP?

(MConfirm whether the upstream router can access the internet.

@)Check whether the terminal is obtaining the correct IP address.
Reassociate and verify if the terminal’ s IP address falls within the
subnet range assigned by the upstream router.

Terminal unable to connect to the AP?

(DSignal strength is too weak. Check if the transmission power is set to the
maximum. If there are obstructions, adjust the AP’ s deployment location.

@Verify if the AP has enabled the weak signal rejection feature. Adjust the
threshold or disable this feature.
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(3)Check whether MAC address filtering is enabled. Add the terminal’ s MAC
address to the whitelist.

@Verify the wireless key. Ensure it is entered correctly.

Terminal devices (e.g., phones, computers) experience video disconnections or
lag:

(DCheck if the wireless connection is stable. If unassociated, verify whether
the access point and the terminal device (phone, computer, etc.) share
consistent wireless settings such as network name, channel width, and encryption
method.

@2Check for obstructions at the installation location. Ensure the AP’ s antenna
faces the terminal device (phone, computer, etc.) without any obstructions.

B)Check if the wired link is functioning correctly.

Check if the wired connection is secure and good. Avoid connection issues due to
loose or damaged connectors. Use a computer directly connected to the device and
run cmd, using the command to check if the delay is less than 5ms: ping [device
IP] -t -1 60000. If the delay is abnormal, replace the network cable or remake
the crystal head.
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8 Appendix List of abbreviations

Serial Number Definitions and Description
abbreviations

1 Access Point (AP) Access point

2 Client Client

DCS (Dynamic Channel Dynamic channel

3 Selection) selection

4 CAP Central access point,
i.e., main Mesh

5 RE Sub-Mesh

6 Mesh Intelligent networking
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