Industrial wireless router

KyAir110-2GE1D-L5 Industrial
Wireless Router
Web Operation Manual

Publication Date:

June 2022 Version: V1.0

KYLAND



Industrial wireless router

Disclaimer

Beijing Kyland Technology Co., Ltd. strives to ensure the information in this manual
is as accurate and up—to—date as possible. However, the company cannot guarantee that
this manual is entirely free of technical or typographical errors and reserves the right

to make changes without notifying users.

All Rights Reserved
This manual is copyrighted by Beijing Kyland Technology Co., Ltd. Without the

written permission of the copyright holder, no entity or individual is permitted to

excerpt, reproduce, copy, translate, or distribute this content for commercial purposes

Any infringement will be prosecuted.

Copyright © 2020 Kyland Technology Co., Ltd.

Publication: Beijing Kyland
Technology Co., Ltd.
Website:

http://www. kyland. com. cn
http://www. kyland. cn
Customer Service Hotline:
010-88796676

Fax: 010-88796678

Email:services@kyland. com. cn


http://www.kyland.com.cn/
http://www.kyland.cn/
mailto:services@kyland.com.cn

KYLAND

Industrial wireless router

1 Preface

1.1

1.2

1.3

2  Getting

2.1

2.2

2.3

2.4

3 Working

3.1

3.2

3.3

3.4

3.5

3. 1.

3. 2.

3. 3.

3. 4.

3. 5.

Table of Contents

.............................................................................. 1
Product Version. . ... ...t e e e e e 1
General Formatting Conventions ... ... ...ttt e e 1
GUI Description Formatting Conventions ... ....... .ottt 1
N 2 <o PP 2
AP System Overview. ... ... 2
Logging into the Device. ... ... e e e e e 2
Interface Area DiviSIon. ... ...ttt ittt e e 3
User Login Statls Area. . ... ...iitii it et e et et et e 4
Mode Configuration . .. ...t e e e e e e e 4
Switching AP to Client Mode ... ... ...t e e e 4
1 Main Menu Navigation . .. ... ..ottt et e e e e et e et 5
Switching AP to SI1im AP Mode . .. ... o e 27
1 Main Menu Navigation . ......c..iee ittt et et et e 29
Switching AP to Bridge Mode....... ...t e e 38
1 Main Menu Navigation . .. ...ttt et e et e e e e 38
Switching AP to Fat AP Mode ...... ... i i e e e e e 59
1 Main Menu Navigation . ...ttt e e e e et e e 60
Switching AP to Gateway Mode. ... ... ... e e 74

1 Main Menu Navigation . .. ...ttt et e et e e e e 75



Industrial wireless router

1 Preface

This document provides a guide to configuring the functions of the industrial wireless
router system.

This document is intended for network engineers responsible for configuring and managing the
router. You should be familiar with Ethernet fundamentals and have extensive experience in

network deployment and management

1.1 Product Version

The product version corresponding to this document is as follows.

Product Name| Software Applicable Supported Work Modes
Version Product Model

Fat AP Mode/Slim AP Mode/Gateway

Industrial All KyAir110-2GE1D-L5
Mode/Bridge Mode/Client Mode

Wireless Router | Versions

1.2 General Formatting Conventions

Format Instructions
Song font Text using song typeface representation
bold Primary headings, secondary headings, tertiary headings,

1.3 GUI Description Formatting Conventions

Format Description
[ 1 Represents a menu or submenu name
S Represents the WEB system configuration path, for example, System

Services > Services, indicating the Service menu under System

Services

<> Represents an option or button name in a window
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2 Getting Started

2.1 AP System Overview

To facilitate the maintenance and use of the AP, the AP has a built—in Web
server that can be accessed via a Web browser from an AP terminal (hereafter
referred to as a PC). It also supports local connections for debugging and
maintenance via SSH and serial port (for APs with serial ports)

For a serial connection, the PC and AP need to be directly connected via a local
serial port

The operating environment for Web and SSH connections is shown below:

O &

2.2 Logging into the Device

"

AP

1. You can log into the device using the following methods

PC terminal connects to the AP’ s LAN port and accesses the AP through the default address
192.168. 0. 2:

® PC terminal and AP device are network—connected

® PC terminal is configured with local network DHCP.

® Browser software is installed on the PC terminal.

2+ The login process screenshots are as follows:

a) Open the browser software on the PC (e. g, Google Chrame), enter the AP IP in the address bar, and press Enter to
navigate to the web login page.

b) Enter the username and password (admin/123).

c¢) Click “Login” to enter the operation page

d) On the first login to the Web system, for security purposes, you may modify the

password and then log in again.

If login fails, the message “Login failed, please confirm the username and password are

correct” will appear, indicating incorrect username or password. Verify and re—enter the

credentials.
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Screenshot of successful login homepage

3. Exit the current login, click

the login page

“Logout”

2.3 Interface Area Division

The menu bar is divided into seven menu pages: System Overview, Configuration Guide,

admin T

@ EEE

in the upper right corner of the page to return to

Statistics, Wireless Configuration, Network Configuration, COM Port Configuration, and

KYLAND
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System Services, as shown below:

Interface Area Table:

Area Name

Description

1 User Login Status Area

The user can click < logout > to exit the login

state.
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2 Main Menu Navigation Displays specific feature categories for each tab
in a navigation tree format.
3 Function Operation Area Users can configure specific features or view

feature statuses in this area

2.4 User Login Status Area

Click [Logout] to return to the login page, as shown below:

KYIAND

TEIENRWEBEIEES

Copyright © Kyland Technology €o., Ltd. ALL rights reserved worldwide.

3 Working Mode Configuration

3.1 Switching AP to Client Mode

Client mode is used to connect wired terminals, link to an upstream wireless SSID, and

enable wired terminals to achieve wireless connections. In routing mode, the device can

manage its internal network independently and supports port mapping functionality.

By default, the AP is set to client mode at the factory. In other working modes, you can
switch the AP to client mode via the [Wireless Configuration)] page.

Path: [Wireless Configuration)] > Click the dropdown box, select “Client Mode, ” and

confirm in the pop—up dialog box by selecting “OK.”

FToEEE

TiFtE=t WAPHEL -
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ACESEERE RIS
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BRI X
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Wait for the AP to finish rebooting, then log in to the web page again, and you will see that
the AP has switched to client mode.

K '/IA,O admin pEs - |
£ 'Y cPuREE AEFIRE ES3aE
H - L~
;!_; 44% B 60.04% - .
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BB EIR: KYLAND IREBEIS: KyAir110-2GE1D-LS SRUSRRA: 1.036.58
BHRA: B FF5IS: $107467YYA0000001 MACitsiiE: 00:1e:cd:3d:a3:70
EIBIP: 192.168.0.2 E{TETE): 99338 TR ZrmEt/ e

3.1.1 Main Menu Navigation

3.1.1.1 System Overview

After successful login, the system homepage is the [Overview] menu.

The system overview page in client mode is shown below:
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The client status information is explained in the following table

Serial Name Description

Number

Displays the current CPU utilization, memory utilization,
signal strength of the currently connected SSID, and the
current connection speed

1 Realtime Status

Displays device model, software version, hardware version,
serial number, MAC address, management address, runtime,
and other information.

2 System Information

Displays the current working mode, connection status
associated SSID, wireless—-side IP address, radio frequency,
channel, and encryption authentication mode, i.e., the
upstream network of the bridge

3 Wireless Parameters

Displays the current DHCP server status on the wired
network side, current number of users, address pool range,
and DNS information, the downstream network DHCP
configuration information.

4 DHCP Service

Information )
i.e.,

Displays the current WAN port information, including
internet connection type, IP address, subnet mask, gateway,
DNS,

5 WAN Port Information

etc.

3.1.1.2 Configuration Wizard
After clicking the [Configuration Wizard] button, it navigates to the configuration wizard page
which helps you easily complete the basic network setup.

Current Working Mode
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fERS
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2RI TEE (TR, BRI ETE

T

Displays the current working mode. Click to continue

Note: To modify the working mode, please make changes on the wireless configuration page
Step 1: Select Wireless Access Service

You can choose 2.4G access or 5G access. Take 5G access as an example: click Scan 5G, wait for
the scan to complete, and a list of 5G scan results will appear. Select the association option behind

the corresponding SSID and click to continue.

ROEREREAS, FAT higeEs ETRE.

B HELERARS

HETAESRERE 261, BSEEEER.

[ SSID s fail aSEE ES
1 weixing_4220-i_open open 52 -62
2 apmapmapmapi nap open 56 -54
3 INSPUR-0CEQ open 56 -74
4 whp-mac open 56 -54
5 zpp-3-apm open 36 -82
6 INSPUR-4370 open 40 -89
7 testSSID8 open 48 -65
8 abcaaa open 48 -65
9 OpenWrt-5g01 open 153 -65
10 weixing_4220-_psk WPA2 PSK 52 -62
FH24% 1073/% v < - 2 3 > m&E 1 @|m&E

Step 2: Establish Wireless Connection
Enter the password of the SSID you wish to connect to. The wired port working mode can be

selected as NAT, Clone, or Proxy.

After configuration is complete, click to continue.



Kymm Industrial wireless router

IEERERNS, A SR R SRR E,
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SSID:
TATERETL:
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LANT I {EEEL: ‘ NAT ~
kg
LAN2 T #EtEEt: femz

Wired port working mode descriptions are shown in the table below:

Serial Name Description

Number

1 NAT Wireless and wired perform three—layer NAT forwarding, default to
NAT.

9 Clone When Clone is selected, the wireless port will clone the MAC of the

terminal under LAN1. Only LAN1 supports cloning. After selecting
Clone, LAN1 can only connect to a single terminal.

Wireless and wired perform two—layer forwarding. Proxy mode can be

3 Proxy i
used when the associated AP does not support WDS mode

Step 3: Configure Network Parameters

Wireless—side IP address, management IP configuration, and DHCP server configuration can be set

Wireless—side IP address can be configured as DHCP or a static address

DHCP obtains the IP address from the DHCP server, as shown in the figure below.

F=1 REMSESEH

FEMREES

IPECE: DHCP ~

A static address involves manually configuring the IP address, subnet mask, gateway, DNS,
and other information, as shown in the figure below.

8
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FEIF EIBMESE
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IPECE: Bttt v

IPHEilE:

FRERS:

EE

BEiEDNS:

#iEDNS:

Configure the management IP address, default to 192.168.0.2, and subnet mask to

255. 255. 255. 0. Change according to on—site requirements, as shown below.

EEIPEE
|PAIE: 192.168.0.2
FREE: 255.255.255.0

Configure the DHCP server, including enabling DHCP services, start address, end address, and
DNS address, as shown below.
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DHCPERSSEEE (HBRIMACHEIFIETIEENTHENRE, DHCPIRS IR FIXIEEZE-LANERY)

DHCPERE{=EE: Fi= .
Freattatit: 192.168.0.100

=il 192.168.0.249

DNS1: 114.114.114.114

DNS2: 8.8.8.8

3.1.1.3 Statistical information
Click the [Statistical Information] menu as shown below:
FHHER

DHCPoEgithtFIIFE

B MACHihH 1Pl i HAR A

Function description: Displays the DHCP assigned address list.

3.1.1.4 Click the [WireWireless Configuration

less Configuration] menu, as shown below:

10
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R, ReasEsaPENEE. )

EEREEEA(ms): 200

EEAErE(s): 120

BRAITIERSS]: 30

{RiZeiAErS(ms): 200

BRREERE: 5

AR IR: 25

BLEMTI/EER

LANTI{FER: NAT ~
LAN2T{FiZE=:

Function description:

Wireless configuration is divided into working mode, basic parameter configuration, roaming
parameter configuration, and wired-side working mode

Working mode: The AP mode can be switched, supporting client mode, fat AP mode, thin AP mode,
bridge mode, and gateway mode. The AP will reboot after switching the working mode.

11
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Basic parameter configuration: Can configure the SSID, authentication mode, key, and frequency
band for the uplink bridge

Detailed explanations of basic parameter configurations are as follows:

Parameter Name | Description

SSID The uplink wireless network’ s SSID, which can be manually entered or
selected after scanning

Authentication | The uplink wireless network’ s authentication encryption mode can be

Mode: manually selected or automatically selected after scanning the SSID.
Key: The access password for the uplink wireless network must be manually
entered.

Frequency Band: | Choose between 2.4G or 5G based on the uplink network’ s SSID frequency
band.

arameter configuration: Configures the automatic roaming switch, scanning channels (based
on the radio frequency selected in the basic parameters), channel scanning cycle, scanning
time interval, trigger scanning RSSI, keep—alive interval, maximum keep—alive attempts,

roaming trigger threshold. Detailed parameter explanations are as follows:

Parameter Name Value Range (Unit Description
Marked)
Automatic Roaming | Enable/Disable. Whether to enable automatic roaming. When

enabled, roaming parameters cannot be

Switch:
configured, and system—optimized parameters are
used.
2. 4G Scanning Refer to the figure The scanning duration for each channel should be
Channel : for available 2.4 configured based on the uplink network’ s
channels. channel coverage.
5G Scanning Refer to the figure The scanning duration for each channel should be
Channel : for available 5G configured based on the uplink network’ s
channels. channel coverage.

100~5000 ms, The duration of the RF channel scan. Can be

Period: modified when automatic roaming is disabled.

Channel Scanning

The interval at which RF automatically scans.

Scanning 10~300, seconds
. Default is 120s. Can be modified when automatic
Interval:
roaming is disabled
Trigger Scanning | 20-80, Default is The RSSI value that triggers scanning. Can be
RSSI: 20. modified when automatic roaming is disabled.

12
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Keep—Alive 100-1000 ms The interval at which the AP sends keep—alive
Interval: ’ packets to the uplink device. Can be modified
Default is 200. when automatic roaming is disabled.
R
Maximum Keep-— 3-10 Default is 5.

i The maximum number of times keep—alive packets
Alive Attempts: ©

can timeout. If the limit is reached after a

a
successful link connection, the link is n
considered disconnected. Can be modified when )

i
automatic roaming is disabled
n
g
Roaming Trigger 15-50 (default is The threshold for triggering roaming. Can be
Threshold 25) modified when automatic roaming is disabled.

Wired-Side Operating Mode: Configurable wired port operating modes include NAT, Clone, and Proxy.
Detailed parameter explanations are as follows:

13
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Serial Name Description

Number

1 NAT Wireless and wired perform Layer 3 NAT forwarding. Default
is NAT.

9 Clone: After selecting Clone, the wireless port will clone the MAC

of the terminal under LAN1. Only LAN1 supports cloning, and
after selecting Clone, LAN1 can only connect to a single

terminal.

3 Proxy: Wireless and wired perform Layer 2 forwarding. Proxy mode
can be used when the associated AP does not support WDS
mode.

3.1.1.4. 1 Fast Roaming

Click the [Wireless Configuration] menu as shown below:

&R E
TfetEat =P .
B RIS .
EfsHEE SRS

ssi:

EES: WPA2-PSK -
=58 C
sAER: 24 GHz -
EEE: EE) v

14
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REEHFEEEE
SRt e S ESE] ¥
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Function description:

Wireless configuration is divided into working mode, basic parameter configuration, roaming
parameter configuration, and wired—-side working mode

The AP mode can be switched, supporting client mode, fat AP mode, thin AP mode, bridge mode, and
gateway mode. The AP will reboot after switching the working mode

Basic parameter configuration: Can configure the SSID, authentication mode, key, and frequency
band for the uplink bridge

Detailed explanations of basic parameter configurations are as follows:

Parameter Name | Description
SSID The uplink wireless network” s SSID, which can be manually entered or R
selected after scanning.
Authentication | The uplink wireless network’ s authentication encryption mode can be 0
mode manually selected or automatically selected after scanning the SSID.
a
Key The access password for the uplink wireless network must be manually
entered. m
Frequency band | You can choose 2.4G or 5G based on the frequency band of the uplink i
network” s SSID.
n

g parameter configuration: Configures the automatic roaming switch, scanning channels
15
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(based on the radio frequency selected in the basic parameters), channel scanning cycle

scanning time inter

val,

trigger scanning RSSI, keep—alive interval, maximum keep—alive

attempts, roaming trigger threshold. Detailed parameter explanations are as follows:

Parameter Name

Value Range (Unit
Marked)

Description

Automatic Roaming
Switch:

Enable/Disable.

Whether to enable automatic roaming. When enabled,
roaming parameters cannot be configured, and
system—optimized parameters are used.

2. 4G Scanning
Channel:

Refer to the
figure for
available 2. 4G
channels.

The scanning duration for each channel should be
configured based on the uplink network’ s channel
coverage.

5G Scanning
Channel :

Refer to the

figure for
available 5G
channels.

The scanning duration for each channel should be
configured based on the uplink network’ s channel
coverage.

Channel Scanning
Period:

100~5000 ms,

The duration of the RF channel scan. Can be
modified when automatic roaming is disabled

Scanning
Interval:

10~300, seconds

The interval at which RF automatically scans
Default is 120s. Can be modified when automatic
roaming is disabled

Trigger Scanning
Rssi:

20-80, Default is
20.

The RSSI value that triggers scanning. Can be
modified when automatic roaming is disabled

Keep—Alive
Interval:

100-1000 ms,

Default is 200.

The interval at which the AP sends keep—alive
packets to the uplink device. Can be modified when
automatic roaming is disabled

Maximum Keep—
Alive Attempts:

3-10 Default is
5

The maximum number of times keep—alive packets can
timeout. If the limit is reached after a
successful link connection, the link is considered
disconnected. Can be modified when automatic

roaming is disabled

Roaming Trigger
Threshold:

15-50. Default is
25.

The threshold for triggering roaming. Can be
modified when automatic roaming is disabled

ing Mode: Configurable wired port operating modes include NAT, Clone, and Proxy. Detailed

parameter explanations are as follows:

Serial Number

Name | Description

NAT

Wireless and wired perform Layer 3 NAT forwarding. Default is NAT.

16
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9 Clone After selecting Clone, the wireless port will clone the MAC of the
terminal under LANI1. Only LANI supports cloning, and after
selecting Clone, LANl can only connect to a single terminal.

3 Proxy Wireless and wired perform Layer 2 forwarding. Proxy mode can be
used when the associated AP does not support WDS mode.

3.1.1.4.2 Dual-Link Roaming

Select Turbo Roaming in Wireless Configuration to configure it, as shown below

TurboiERE8EE
0 FEEESEESIR: 40
0 EHEEEEETE: 50
0 EHEEEEEEER: 10
O E5E2EEEESFERSSITIE: 20
BEMTIEES
LAN1IL{EE=: NAT w
LAN2 T {EiE=:
TEmRE
TAEE FEF S o
SR TurboiBiss -
ErsHEE PR TE
2.4G 5G
iR WPAZ-PSK -
=48: s
EIEThER: = .

2ACImEEE

1,2,3,4,5,6,7,8,9,10,11,12,13 -

17
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Function Description: Turbo roaming associates the 2.4G and 5G signals of the AP and

distinguishes the active and standby links. During the movement,

are switched,
working mode

Bridge parameters: You can configure the SSID, authentication mode, and key for bridge
connection. The detailed parameters are described as follows:

Parameter Name

Description

<2. 4G>/<56>

The 2.4G and 5G bands can be configured to connect to the same SSID or
different SSID

SSID The uplink wireless network’” s SSID, which can be manually entered or
selected after scanning.

Authentication The uplink wireless network’ s authentication encryption mode can be

mode manually selected or automatically selected after scanning the SSID

Key The access password for the uplink wireless network must be manually

entered.

Turbo Roaming parameter Settings: Set the threshold parameters for active/standby switchover
during Turbo roaming. The parameters are described as follows:

Parameter Name

Description

Weak signal
threshold of the
primary link

When the active link is weaker than the specified value,
active/standby switchover is triggered. The value ranges from 10 to 40

Strong signal
threshold of the
standby link

When the standby link is stronger than the set value, a switchover is
triggered. The value ranges from 30 to 60

Signal difference
threshold of the
active and
standby links

When the signal difference between the active and standby links is
higher than the specified value, an active and standby link switchover
is triggered. The value ranges from 2 to 35

The primary link
triggers the
threshold for
forcibly scanning
RSSI

When no standby link is available and the signal of the active link is
lower than the set value, the SSID of the active link is scanned. The

value ranges from 10 to 40

2.4G Scanning The scanning duration for each channel should be configured based on
Channel : the uplink network’” s channel coverage
5G Scanning The scanning duration for each channel should be configured based on
Channel : the uplink network’ s channel coverage

The wired-side working mode: The wired port working mode can be configured as NAT, Clone

Proxy. Detailed parameter descriptions are as follows:

Serial Name

Number

Description

18

the active and standby links
including bridge parameter setting, Turbo roaming parameter setting, and wired

or
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1 NAT Wireless and wired perform Layer 3 NAT forwarding. Default
is NAT
9 Clone After selecting Clone, the wireless port will clone the MAC

of the terminal under LAN1. Only LAN1 supports cloning, and
after selecting Clone, LAN1 can only connect to a single
terminal.

Wireless and wired perform Layer 2 forwarding. Proxy mode
can be used when the associated AP does not support WDS
mode.

3 Proxy

3.1.1.5 Network Configuration

Click the [Network Configuration] menu as shown below:

19
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* FRiERS: 255.255.255.0
DHCPERSS2EECE
DHCPEESS (E8E: = v
Fragsteit: 192.168.0.100
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Function Description:

Network configuration is divided into wireless side network settings, management IP
configuration, DHCP server configuration, and virtual machine host configuration.
Wireless Side Network Configuration: Set the IP address as DHCP or static address after
associating with the uplink wireless network, the detailed parameters are as follows:

Parameter Name

Description

mode

Internet access

Select a DHCP or static address. After DHCP is selected, the system automatically
obtains an IP address assigned by the DHCP server

20
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IP address

This parameter is optional when selecting a static address. The static
address on the wireless side of the bridge must match the wireless

network

Subnet mask

This parameter can be configured when a static address is selected.
The subnet mask on the wireless side of the bridge must match that on

the wireless network

Gateway

This parameter
The gateway on
network

can be configured when a static address is
the wireless side of the bridge must match

selected.
the wireless

Preferred DNS

This parameter
The DNS on the
network

can be configured when a static address is
wireless side of the bridge must match the

selected.
wireless

Alternate DNS

This parameter
The DNS on the
network

can be configured when a static address is
wireless side of the bridge must match the

selected.
wireless

Management IP address: Configure the management IP address of the device, which is also the
gateway assigned by the DHCP server. The parameters are described as follows:

Parameter Name

Description

IP address

This IP address is the gateway address of the wired network. You can
log in to the web page using this IP address. You can modify the IP
address based on the actual project situation

Subnet mask

The default mask is 24 bits. You can change the mask based on site

requirements

HCP server configuration: The device acts as a DHCP server to assign IP addresses to terminals

The details are as follows:

Parameter Name

Description

DHCP service
enabled

Enable/disable the DHCP service

Start address

Start IP address of the DHCP address pool

End address

End IP address of the DHCP address pool

DNS1

Address of the active DNS server

DNS2

Address of the standby DNS server

Virtual host configuration: Add virtual hosts to implement port mapping. The page for adding
virtual hosts is shown in the following figure

21
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IR EN B E

*ERR

* il

* PR | PHEIE:

" AR

The details are as follows:

Parameter name

Description

Name Identifies the virtual host service
Identifies the service of the virtual host. If the default ssh, http,

Service telent, or ftp is selected, the following protocols and Intranet ports
cannot be modified. If other services or protocols and Intranet ports
need to be modified, leave this parameter blank

Protocol The value can be TCP, UDP, or TCP+UDP

Intranet IP
Address

The internal IP address of the virtual host, that is, the IP address
obtained by the DHCP server or the static address configured by the
host, needs to be used

External network
port

Port number used for external access to the virtual host

Intranet port

The port number of a service used by the virtual host itself
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3.1.1.6 COM Port Settings

Click the “COM port Configuration” menu, as shown in the figure below:

COMDOEE

plaem

FHERL

{7

= v

ieps:

TiEA=

BasiRss:

RS232 ~
115200 ~
8 ~
None v
1 ~
9999

TCP Server Al
> hd

Function Description:

The COM port configuration is divided into <Configuration>, <Statistics> and <Log> to enable the
communication between the serial device and the device on the network side

The <Configuration> page allows you to configure the serial port of the device, the detailed

description is as follows
Parameter Name | Description
Port Type RS232 and RS485 can be selected, according to the actual scene to connect
RS232 or RS485 selection
Baud Rate The baud rate of the serial port must be the same as that of the serial
port on the terminal
Data Bits The serial port data bit must be consistent with the serial port data bit
on the terminal
Check Bit The serial port check bit must be the same as the serial port check bit
on the terminal
Stop Bit The serial stop bit must be the same as the serial stop bit on the
terminal
Local Port TCP or UDP port on the local network
Configure the TCP or UDP Server port on the network.
Remote Port Configure the IP address of the TCP or UDP Server in the network, which
can be configured when the working mode is UDP Client and TCP Client
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Working mode The UDP Client, TCP Client, UDP Server, and TCP Server can be
configured

Remote server The IP address of the TCP or UDP Server on the network can be

address configured when the working mode is UDP Client or TCP Client

Log service You can enable or disable this function. After this function is
enabled, you can view logs on the < Log > TAB page

The < Statistics > page counts the number of bytes sent and received, as shown in the figure
below

COMOREHE

RE it B=

SiE/EEH: 0/0 bytes

»e DisHIEAIP %i% (byte) 150l (byte)

< Log > page When the log service is enabled, the content transmitted through the serial port
can be displayed in HEX or ASCII mode, as shown in the following figure

COMOAEH

EE #it B&

.
ASCII

3.1.1.7 System services
3.1.1.7.1 Service

Click the ”Service” menu, as shown in the figure below:
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FEATEELS

RERATIEL: 2022-06-08 11:17:59

A (UTC+08:00) ALF. s 8. S84, REFEIRNR. &it. 2288 ~

FUEETEIRRS 28 time.windows.com -

N EESS

A=

HTTPECE
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i
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i
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<

WS RE

Function Description: This page provides system functions, including setting the system
time, changing the management password, configuring the HTTP port number, restarting the
device, updating the firmware, and restoring factory Settings.

The detailed description is as follows:

Configuration item Description

System time The time zone and network time server can be configured. The system
configuration time can be synchronized when the network is normal

Change Admin The password for logging in to the WEB page can be changed based on
Password actual project requirements
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HTTP configuration

Configure the port for accessing the web page of the device, the
default port is 80.

After modifying other ports, when logging into the web page, you
need to enter: IP:xxxx (IP is the ip address of the AP, and xxxx is
the port number) in the address bar of the browser.

Restart the device

The device will restart after clicking Reboot

Update firmware

To upgrade the software version of the device, click <Browse> to
select the local version file, click <Update> and the device will be
upgraded, Do not power off during the upgrade process.

Note: If “Yes” 1is selected for “Restore factory settings after
upgrading” , the AP will be restored to factory settings after
upgrading

Restore Factory
Settings

Click “Factory Reset” and the device will restart and clear all
configurations

3.1.1.7.2 Logs

Click the [Log] menu,

IPHihE:

1Ptk

1Ptk :

as shown in the figure below:

Function Description: [ Log ] Includes log server configuration and log content. This page allows you to

configure the address and

port of the external log server. The details are as follows:

configuration item

Description

Log server

Enable or disable the function of connecting to an external log
server.
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IP address The IP address of the log server must ensure that the logical link
is unblocked. A maximum of three log servers can be configured

Log server port number, the port number of the log server used to
Port number receive logs, up to 3 log servers can be configured

The log content displays the device s event log, as shown below

o © — -

58 =] L35S HE

#7& & v n wE &=
Log types are described as follows:
Log type Description
All types Displays all types, default selections
Displays logs of the wireless module, including terminal association
WLAN logs, terminal disassociation logs, and PSK authentication
Logs
SYSTEM Displays device startup logs and port status logs
CAPWAP CAPWAP tunnel status logs of the thin AP are displayed
DHCP Displays DHCP assigned address logs and terminal RELEAS IP logs
LOGIN Display web login logs and SSH login logs
NETWORK Displays a log of the port’s use of an IP address

3.2 Switching the AP to Thin AP Mode

Thin AP mode requires the use of an AC controller. This web page is primarily used to configure
the AP’ s IP address and the AC address the AP needs to connect to. RF configuration is implemented
through the AC.

The AP defaults to client mode at the factory and can be switched to thin AP mode via the
[Wireless Configuration] page

Path: [Wireless Configuration] > Click the dropdown, select “Thin AP Mode, ” and click “OK” 1in the popup dialog.
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P s il

TEiE AP v
EFRER

ACEHuRE RIHFHET,
BEAPHER,
A

AC Ptk :
IREETEN

FADEEIEAPEND? XEEEERE, 25hEr

After the AP restarts, log in to the web page again to see that the AP has switched to thin
mode.

K V// AND admin Y
N crupmg ATFIRE
1 HP bl 67.229%
EHES
REER

REEEBIR: KYLAND {B@ELS: KyAir110-2GE1D-LS PIGRRA: 1.036.58

COMI&HS FF5IS: S107467YYA0000001 MACHEHE: 00:1excd:3d:a3:70

AW

WANOER

LR DHCP 1Pttt : FRES:

[ZES DNS1: - DNs2:
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3.2.1 Main Menu Navigation

3.2.1.1 System Overview

After a successful login, the system’ s homepage is the [Overview] menu, defaulting to thin AP mode.

The thin AP system overview page is shown below:

KYLAND =
FUN  CPURIBE AFHBRE
M 54% Eed  67.20%

witae

e

f, ReRm

¢ comOmm

REES > EiTe1E): 5537 Trem=: ;Arms

WAN[HER

3
¥ 3
z

CAPWAPESB(ER

Function Description: The [System Overview] menu provides an overview of the current system
status, including CPU and memory utilization, system information, WAN port information, and
CAPWAP tunnel information.

Thin AP status information is described in the following table:

Serial Number | Name Description

1 Realtime Status Realtime Status Displays the current CPU and
memory utilization.

System Info Displays device model, software

2 System information ; ) )
version, hardware version, serial number, MAC
address, runtime, working mode, and more.

3 WAN port information Displays Internet connection type and IP
information.

4 CAPWAP tunnel information. | Displays the AC address, tunnel status, and

online duration.

3.2.1.2 Configuration Wizard

Click the [Configuration Wizard] button to navigate to the wizard page, which helps you easily
complete basic network settings
Current Working Mode
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BEE[S

Wilbie FRERS, 418 S TR SRR e E,
E LNy

s Tfrh: (R TIEM, SR e haEE)

T

Displays the current working mode. Click to continue
Note: To modify the working mode, change it on the wireless configuration page.
Step 1: Wired-Side Network Configuration
WIEFEEIERE, A mSaEEEeMENERIE S,
F—F BEMINEEE

IPECE: ‘ Epsttt -
FRAsithhE
DHCP
* [Ptk U T8.3. 188
* AR 255.255.255.0
R 10.18.3.254
BEIEDNS: 114114114114
EZiEDNS:
+—= %

The connection type can be static IP or DHCP. If DHCP is selected, the AP can automatically
obtain an IP address assigned by the DHCP server in the wired network, and the AP’ s IP address
must be queried in the DHCP server’ s assignment records

If static IP is selected, you need to manually configure the device’ s IP address, subnet mask,
gateway, DNS, etc.click <{Next> after the configuration is complete.

Step 2: AC Parameter Configuration

Configure the AC’ s IP address. Generally, in a Layer 2 network environment, the AP can

broadcast to discover and associate with the AC. In a Layer 3 network environment, the AP can
associate with the AC using the option43 field provided by the DHCP server.

Only when the AP and AC are in a Layer 3 network and the DHCP server does not support
optiond43 is the AC’ s IP address manually configured.

After configuring the AC’ s IP address, the AP automatically restarts for the changes to take
effect.

30



Kymm Industrial wireless router

RERS

WIMSHECERS, AaSa iR SealEiI =R E.,

BTE ACZHIRE

AC IPiiE:

After completing the settings, click the button.

3.2.1.3 Statistical Information

Click the [Statistics] menu as shown below:

miHEE

FEEEFIHY IR
SSIDE#R MACHtiE IPitihit ESEE KEXEYIE) jhd

B 7odE

H0E  100/%F v < >  BHE 1 WA

Function Description: Displays information about the wireless client list.

3.2.1.4 Wireless Configuration
Click the [Wireless Configuration] menu as shown below:

FREE
TrpEst BAPE, v
FEAPEE,
ACBHigE EFUHET
SR R,
iS¢,
AC IPHihE:
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Function Description:

The wireless configuration includes working mode and AC parameter configuration.

The working mode can switch the AP’ s mode, supporting fat AP mode, client mode, thin AP mode, bridge

mode, and gateway mode.

Note: Client mode is only supported by the KyAirll10-2GE1D-L5 device; other AP models do not have a client
mode option.

In AC parameter configuration, after configuring the AC’ s IP address, click the button, and the AP

will restart to apply the changes.

3.2.1.5 Network Configuration

Click the [Network Configuration] menu as shown below:

PIEECE
TR B EE

IPECE: ‘ =l -
* Ptk DHEP
" TR
W
EEDNS:
£3DNS:

In bridge mode network configuration, only the wireless—side IP address is configured.

Wireless—side network configuration: Set the associated uplink wireless network and configure
the IP address as DHCP or static. Detailed parameter descriptions are as follows:

Parameter Name Description

Internet access Select a DHCP or static address. After DHCP is selected, the system automatically

mode obtains an IP address assigned by the DHCP server

IP address This parameter is optional when selecting a static address. The static
address on the wireless side of the bridge must match the wireless
network
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Subnet mask This parameter can be configured when a static address is selected.
The subnet mask on the wireless side of the bridge must match that on
the wireless network

Gateway This parameter can be configured when a static address is selected.
The gateway on the wireless side of the bridge must match the wireless
network

Preferred DNS This parameter can be configured when a static address is selected.
The DNS on the wireless side of the bridge must match the wireless
network

Alternate DNS This parameter can be configured when a static address is selected.
The DNS on the wireless side of the bridge must match the wireless
network

3.2.1.6 COM Port Settings

Click the [COM Port Configuration] menu, as shown below:

COMOfE
= it BH=
P M=k RS232 v
R 115200 v
FHEAL 8 ~
AR None ~
=1 1 ~
FiEO: 9999
T TCP Server v
HeiRs: i hd

Function Description:
Configure the COM port to enable communication between serial devices and devices on the network side
COM port configuration is divided into <Configuration>, <Statistics>, and <Logging>.

The page allows you to configure the device’ s serial port. Detailed explanations are as
follows:
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Parameter Name | Description

Port Type Can select RS232 or RS485, depending on the actual scenario to connect
RS232 or RS485

Baud Rate Set the baud rate of the serial port, which needs to be consistent with
the baud rate of the terminal’ s serial port

Data Bits Set the data bits of the serial port, which needs to be consistent with
the data bits of the terminal.

Check Bit Set the check bit of the serial port, which needs to match the parity bit
of the terminal.

Stop Bit Set the stop bit of the serial port, which needs to match the terminal’ s
stop bit.

Local Port The device’ s network—side TCP or UDP port

Configure the TCP or UDP server port in the network, configurable when
Remote Port operating as UDP Client or TCP Client

Working Mode Configurable as UDP Client, TCP Client, UDP Server, TCP Server

Configure the IP address of the TCP or UDP server in the network,
Remote Server configurable when operating as UDP Client or TCP Client

Address

Log Service Can choose to enable or disable. When enabled, logs can be viewed on the
tab.

The page can count the number of bytes sent and received, as shown below:

coMOEeH

mBE it 8=
EZiE/mreE: 0/0bytes

=S S35l g #iX (byte) B (byte)

The page, when the log service is enabled, displays the contents of serial port transmission.
The log display mode can be selected as HEX or ASCII, as shown below:

COMO&EEH

(=3 et 8%

o 3 S -
ASCII
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3.2.1.7 System Services

3.3.1.7.1 Services

Click the [Services] menu, as shown below:

EEAEmE
EHATE: 2022-06-08 11:17:59
A (UTC+08:00) dt7. Bk, E@. SE8AT. TRARIRFR. &t B=B% v
FETERRSRE: time.windows.com -

e EIEER

© EFEE: =

 EAES:

HTTPEE

5t
Ll
]

a0

B
FREREE TR A = v

HEHRE
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Click “Factory Reset” and the device will restart and clear all configurationsDetailed

explanation is as follows:

configuration item

Description

System Time
Configuration

Configurable time zone and network time server. When the network is smooth, the
system time can be synchronized

Modify Admin Password

The password used to log in to the WEB page, which can be modified according to
actual project requirements

HTTP Configuration

Configures the port for accessing the device’ s web page. The default is port
80. After modifying to another port, the browser address bar needs to enter:
TP:xxxx (IP is the AP’ s IP address, xxxx is the port number).

Restart Device

The device will reboot after clicking Restart.

Update Firmware

To upgrade the device software version, click Browse to select the local
version file, and click Update to upgrade the device. Do not power off during
the upgrade

Note: When “Restore factory settings after upgrade” is set to “Yes,” the AP
will revert to factory settings after the upgrade

Restore Factory Settings Clicking will restart the device and clear all
configurations.

Restore Factory
Settings

Click “Factory Reset” and the device will restart and clear all configurations

3.2.1.7.2 Logs

Click the [Logs] menu,

as shown below:
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BEEkEs=EE EHE

REE
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IPHE:

Ptk

ESEi] v

Function Description: [Logs] are divided into log server configuration and log content.

This page can configure the external log server address and port

Log Content Displays the event log of the device, as shown below.

Configuration item

Description

Log server

Enable or disable the function of connecting to an external log
server.

IP Address

The IP address of the log server. Logical link connectivity is
required. Up to 3 log servers can be configured.

Port Number

The port number of the log server, used for receiving logs. Up to 3
log servers can be configured

L AE

LOGIN WEB authentication OK (user: admin, IP:192.168.0.100)

SYSTEM System sta

NETWORK Interface lo use addr 127.0.0.1

r-lan2 use addr 169.2548.5

Interface br-lan use addr 192.168.0.2

i

o
3]
@
<
3
1

y
H
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Detailed description of log types is as follows:

Log type Description
All Types Displays all types, default selection.
Displays the log content of the wireless module, including terminal
WLAN association logs, disassociation logs, PSK authentication, etc.
Logs
SYSTEM Displays device startup logs and port status logs
CAPWAP Displays CAPWAP tunnel status logs for thin APs.
DHCP Displays DHCP assigned address logs and terminal RELEAS IP logs
LOGIN Display web login logs and SSH login logs
NETWORK Displays a log of the port’s use of an IP address

3.3 Switching the AP to Bridge Mode

Bridge mode is used to connect wired terminals. The uplink is associated with a wireless SSID,
and the downlink wireless network can release an SSID for wireless terminals to connect. It
enables wired terminals to achieve wireless connection. In bridge mode, wireless and wired
devices are in the same Layer 2 network, and port mapping is not supported.

After waiting for the AP to reboot, log in to the Web page again to see that the AP has switched
to bridge mode.

By default, the AP is in client mode when shipped. You can switch the AP to bridge mode via the
[Wireless Configuration] page. Path: [Wireless Configuration] > Click the dropdown, select “Bridge
Mode, ” and confirm in the pop—up dialog by selecting “OK.”

T&EE

ToeEst APt %
EFwER

ACBHiSE R
BEAPHETL
RAPHI
FRSEHER, |

AC Ptk

IRERA X

FAIERIMFHERNS? XBEERRE, 25484
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After waiting for the AP to reboot, log in to the Web page again to see that the AP has switched
to bridge mode.

Y 7¢ v/l AND admin EH

F N cPuRmE AFFIREE {ASaE
H E -
U 51% Eed 63.37% ~ -

&

COMIRcE

RIS

RYHER

B BFR: KYLAND RJBLS: KyAir110-2GE1D-LS WIGRRAS: 1.036.58

FRRA: B FHIS: $107467YY, MACHtBHE: 00:1e:cd:3d:a3:70

iZ{7ada): 74335¢

3.3.1 Main Menu Navigation
3.3.1.1 System Overview

After successful login, the system homepage is the [Overview] menu.

The bridge mode system overview page is shown below:
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The Bridge mode system overview page is shown below:

Serial Name Description
Number
1 Real-Time Status Displays current CPU usage, memory usage, signal strength

of the connected SSID, and connection rate

Displays device model, software version, hardware version,

2 System Information i -
serial number, MAC address, management address, uptime, and
current operating mode

3 Client Information Displays connection status,’a33001ated SSIDi raqlo
frequency, channel, encryption, and authentication mode
information. This is the uplink network of the bridge

4 AP Information Displays wireless staFus, BSSID, SSID, encryptlén pre,
channel, power, bandwidth, and client count. This is the
downlink wireless network of the bridge

5 WAN Port Information

Displays current WAN port information, including access
method, IP address, subnet mask, gateway, and DNS.

3.3.1.2 Configuration Wizard

Clicking the [Configuration Wizard] button navigates to the configuration wizard page, which
helps you easily complete basic network settings

Current working mode
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GERS

WIDERRENS, ARSATE CRASANEENEE,
SRR

ZEI TRE (METIHER, R oA EnERE)

ISz

Displays the current operating mode. Click to continue.

Note: To modify the operating mode, please do so on the Wireless Configuration page.

Step 1: Select Wireless Access Service

You can choose 2.4G or 5G access. Take 5G access as an example: click Scan 5G and wait for the

scan to complete. A list of 5G scan results will appear. Select the association option next to the

corresponding SSID and click to continue.

ROEREENS, FHS .
B EELERENRS
ETAESRERE 2T, BSSEEED.

HEEsR

S SsID m&x {Eil ESEme
1 weixing_4220-i_open open 52 -62
2 apmapmapmapmapmapmapmapmapmapmap open 56 -54
3 INSPUR-0CEQ open 56 -74
4 whp-mac open 56 -54
5 zpp-3-apm open 36 -82
6 INSPUR-4370 open 40 -89
7 testSSID8 open 48 -65
8 abcaaa open 48 -65
9 OpenWrt-5g01 open 153 -65
10 weixing_4220-i_psk WPA2 PSK 52 -62

Step 2: Establish Wireless Connection
Enter the password of the SSID to connect to. After configuration is complete, click
continue.
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REAS

WLEARERS FASTREEENEmMNENETRE,

BT BULEER
AEFEESESRE—wE, EESEER.

SSID:

PAHETG

Step 3: Establish Wireless Connection (AP Mode)

Configure SSID-related parameters for wireless terminal connections, as shown below:

E=F BEUAEIERE (APER)

THEEE: =5 ~
FiEThER =kl v
e Mixed (802.11ac + 802.11n + 802.11a) v
SEEE 80MHz -
* FTEERREEFR (SSID) - KYLAND-A380

LI WPA2-PSK v

B eseesees
EEEESSID: K] v
EEEsE FE v
. .

Step 4: Configure Network Parameters

Configure the IP address for the wireless side. The IP can be set as DHCP or a static address.

DHCP retrieves an IP address from the DHCP server, as shown below.
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FI2E BEMNESEE

FEEMIMEEELS

IPEEE: DHCP v

A static address requires manual configuration of the IP address, subnet mask, gateway, and
DNS, as shown below.

F02 B EMNESEE

FEEMIMEEE
IPEIE: ESibiE e
* IPHE:
* FRER:
[Ebs
BEiEDNS:
=FiZEDNS:

3.3.1.3 Statistics

Click the [Statistics] menu, as shown below:
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FiHER
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Function Description:Displays the wireless client list information.

3.3.1.4 VWireless Configuration
Click the [Wireless Configuration] menu, as shown below:

T&EE
TirtEe: =P v
i i v
EABHEE

o

ISR WPA2-PSK hd
=i G
SHER: 2.4 GHz v
HEThER Bz ~
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RIESFSEEE
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2AGIIEEE:
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BARERM:

SRR

BLEMTIEER
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LAN2 T {FiEs0:

eS|
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NAT ~

Function Description:

The Wireless Configuration is divided into Operating Mode, Basic Parameter Configuration,
Roaming Parameter Configuration, and Wired Side Operating Mode
Operating Mode:Allows switching the AP’ s mode, supporting Client Mode, Fat AP Mode, Thin AP

Mode, Bridge Mode, and Gateway Mode. After switching the operating mode
Basic Parameter Configuration:Configures the SSID, authentication mode, key, and frequency band

the AP will reboot.

for the bridge uplink.
Detailed Explanation of Basic Parameter Configuration:

Parameter Name

Description

SSID SSID of the uplink wireless network. You can manually enter the SSID
or select it after scanning

Authentication The authentication encryption mode of the uplink wireless network,

Mode which can be manually selected or automatically selected after
scanning the SSID.

Key The access password for the uplink wireless network, which needs to be

manually entered.

Frequency Band

Choose between 2.4G or 5G based on the frequency band of the uplink
network SSID.

Roaming Parameter Configuration:

Configures the auto—roaming switch, scan channels (based on the radio frequency selected in

the basic parameters), channel scan period, scan interval, trigger scan RSSI, keep-alive

interval, maximum keep—alive count, and roaming trigger threshold.
Detailed Explanation of Roaming Parameters:
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Parameter Name

Value Range (Unit)

Description

Automatic roaming
switch

On/0ff

Enables or disables auto—roaming. When enabled
roaming parameters cannot be configured, and
system—optimized parameters are used.

2.4G Scan Channel | See 2.4G optional Duration of scanning for each channel; cogflgure
based on the coverage channels of the uplink
channels
network.
5G Scan Channel See 5G optional Duration of scanning for each channel; cogflgure
based on the coverage channels of the uplink
channels
network.

Channel Scan

100~5000 ms

Duration of scanning for radio frequency

Period channels. Can be modified when auto—roaming is
disabled.
Interval at which the radio frequency scans

Scan Interval

10~300 seconds

automatically. Default is 120s. Can be modified

when auto—roaming is disabled

RssiTrigger Scan | 20-80, default 20 RSSI value that triggers scanning. Can be
RSSI modified when auto-roaming is disabled
A 100-1000 in The time interval at which the AP sends a keep-—
Keep—Alive o ) ]
Interval milliseconds. alive message to the upstream device can be

Default is 200

modified when auto—roaming is turned off
can be modified when auto roaming is turned off.

Maximum Keep—
Alive

Count 3-10, default
5

Maximum count of keep—alive packet timeouts
After a successful link connection, if the keep-—
alive packet timeout reaches the maximum count
the link is considered down. Can be modified
when auto—roaming is disabled

Roaming Trigger
Threshold

15-50, default 25

Threshold to trigger roaming. Can be modified
when auto—roaming is disabled

Wired Side Operating Mode:The wired port operating mode can be configured as NAT, Clone

or

Proxy.Detailed Explanation of Wired Side Operating Mode:

Serial number| Name Description

1 NAT Wireless and wired operate in Layer 3 NAT forwarding. Default is
NAT.

9 Clone When Clone is selected, the wireless port clones the MAC of the
terminal under LANI1. Only LAN1 supports cloning. After selecting
Clone, LAN1 can only connect to a single terminal.

3 Proxy Wireless and wired operate in Layer 2 forwarding. Proxy mode can
be used when the associated AP does not support WDS mode

3.3.1.4.1 Fast Roaming

Click the [Wireless Configuration] menu, as shown below:
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K& E
T{etEL, EFHEDS v
Eistal REERE v
ERSHEE
" 5SID: Hia
TAUEERL: WPAZ-PSK -
=i G
SAER: 2.4 GHz v
EIEThE: Bzh v
RESFSEEE
EEN=b2iES ESE] v
2AGIREEE: 1,2,34,56,7,89,10,11,12,13 -
(HRESEREE, REEHEIET-BLEIREREEGHNEE, SUAMRASSENE. Bit, BREXTTEAMNEEERS
BR, RemsaehEnEE. )
EEEEEA(ms): 200
AfEEEIERE(S): 120
BAFERSSI: 30
{RiEediEErs(ms): 200
BAEERE: 5
SRR IR 25
BEM T
LAN1I{RiE=: NAT v
LAN2T{RiE=:

Function Description:

The Wireless Configuration is divided into Operating Mode, Basic Parameter Configuration, and
Roaming Parameter Configuration.

47



KYLAND

Industrial wireless router

Operating Mode: Allows switching the AP’ s mode, supporting Fat AP Mode, Thin AP Mode, Bridge
Mode, and Gateway Mode. After switching the operating mode,

the AP will reboot.

Basic Parameter Configuration:Configures the uplink SSID, authentication mode, key, and

frequency band. Detailed Explanation of Basic Parameter Configuration:

Parameter Name

Parameter Name

manually entered.

SSID The SSID of the uplink wireless network, which can be manually entered
or selected after scanning

Authentication The authentication encryption mode of the uplink wireless network,

Mode which can be manually selected or automatically selected after
scanning the SSID.

Key The access password for the uplink wireless network, which needs to be

Frequency Band

Choose between 2.4G or 5G based on the frequency band of the uplink

network SSID.

Roaming Parameter Configuration:Configures the auto—roaming switch, scan channels (based on the

radio frequency selected in the basic parameters), channel scan period, scan interval, trigger

scan RSSI, keep—alive interval, maximum keep—alive count, and roaming trigger threshold.

Detailed Explanation of Roaming Parameters:

Parameter Name

Value range (unit
label)

Description

Automatic roaming
switch

On/Off

Enables or disables auto-roaming. When enabled,
roaming parameters cannot be configured, and
system—optimized parameters are used.

2.4G Scan Channel

See 2.4G optional
channels

Duration of scanning for each channel; configure
based on the coverage channels of the uplink
network.

5G Scan Channel

See 5G optional
channels

Duration of scanning for each channel; configure
based on the coverage channels of the uplink
network.

Channel Scan
Period

100~5000 ms

Duration of scanning for radio frequency
channels. Can be modified when auto—roaming is
disabled.

Scan Interval

10~300 seconds

Interval at which the radio frequency scans
automatically. Default is 120s. Can be modified
when auto-roaming is disabled
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RssiTrigger Scan | 20-80, default 20 RSST value that triggers scanning. Can be

RSSI modified when auto—roaming is disabled.
Keep—Alive 100-1000 in The time interval at which the AP sends a keep—
Interval milliseconds. alive message to the upstream device can be
modified when auto—roaming is turned off.
Default is 200 can be modified when auto roaming is turned off.

Maximum Keep- Count 3-10, default Maximum count of keep—alive packet timeouts.
Alive 5 After a successful link connection, if the keep-—
alive packet timeout reaches the maximum count,
the link is considered down. Can be modified
when auto-roaming is disabled

Roaming Trigger 15-50, default 25 Threshold to trigger roaming. Can be modified
Threshold when auto-roaming is disabled

Wired Side Operating Mode:The wired port operating mode can be configured as NAT, Clone, or
Proxy.
Detailed Explanation of Wired Side Operating Mode:

Serial Name Description

Number

1 NAT Wireless and wired operate in Layer 3 NAT forwarding
Default is NAT.

9 Clone When Clone is selected, the wireless port clones the MAC of

the terminal under LAN1. Only LANI supports cloning. After
selecting Clone, LAN1 can only connect to a single terminal.

Wireless and wired operate in Layer 2 forwarding. Proxy mode
can be used when the associated AP does not support WDS
mode.

3 Proxy
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3.3.1.4.2 Dual-Link Roaming

In the wireless configuration, select Turbo Roaming for configuration, as shown below:

EREE

L1EE= EPEE .

el TurboiiF v

ETBYEE

243G 5G

" SSID:
ST WPAZ-PSK o
iR 5
EIEThER: Bzt v
2AGIIREEE 1.2,3456,7,89,10,11,12,13 -
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Turboi&F 24 ELE
O EHEEEESR: 40
O E3EEEEER: 50
O EEEREEEER: 10
O EHEEEALASRSIRERSSITIR: 20
BLM TIEE
LANT T{EiEl: NAT -~
LANZ TiFiE=:

Function Description:

Turbo Roaming simultaneously connects to both 2.4G and 5G signals of the AP,

distinguishing between primary and backup links. During movement, it switches between the primary

and backup links. Configuration options include Bridge Parameter Configuration, Turbo Roaming

Parameter Settings, and Wired Side Working Mode.

Bridge Parameter Configuration: Configures the bridge’ s uplink SSID, authentication mode

and key. Detailed parameter descriptions are as follows:

Parameter Name

Description

<2.4G>/<56>

Configures 2.4G and 5G frequency bands to connect to the same or
different SSIDs.

SSID The uplink wireless network’” s SSID; can be manually entered or
selected after scanning.

Authentication The authentication encryption mode for the uplink wireless network;

Mode can be manually selected or auto—selected after scanning the SSID.

Key The access password for the uplink wireless network; must be manually

entered.

Turbo Roaming Parameter Settings: Configures threshold parameters for primary and backup
switching during Turbo Roaming. Detailed parameter descriptions are as follows:

Parameter Name

Description

Primary Link Weak
Signal Threshold

When the primary link is weaker than the set value, triggers primary-—
backup link switching. Range: 10-40.

Backup Link
Strong Signal
Threshold

When the backup link is stronger than the set value, triggers primary—
backup link switching. Range: 30-60.
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Primary-Backup
Signal Difference
Threshold

When the signal difference between the primary and backup links
exceeds the set value, triggers primary—backup link switching. Range:
2-35.

Primary Link When no backup link is available and the primary link signal is below
Triggered Forced | the set value, the primary link initiates an SSID scan. Range: 10-40.
Scan RSSI
Threshold

2.4G Scan Channel | The duration of scanning for each channel; configure based on the
coverage channel of the uplink network.

5G Scan Channel The duration of scanning for each channel; configure based on the
coverage channel of the uplink network.

Wired Side Working Mode: Configures the working mode of the wired port as NAT, Clone, or Proxy.
Detailed descriptions are as follows:

Serial Name Description

Number

1 NAT Wireless and wired perform Layer 3 NAT forwarding. Default
is NAT.

9 Clone When selected, the wireless port clones the MAC of the

terminal under LANI. Only LANI supports cloning, and it can
only connect to a single terminal.

Wireless and wired perform Layer 2 forwarding. Proxy mode
can be used when the associated AP does not support WDS
mode.

3 Proxy

3.3.1.5 Network Configuration
Click the [Network Configuration] menu, as shown below:

MRILEECE

FoERMIM B RS

IPERES: ‘ Fstbht v‘

FrsitbhE
DHCP

1Ptk

FRIHEED:
=S
EiEDNS

EizEDNS:

In bridge mode, only the IP address of the wireless side is configured.
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Wireless Side Network Configuration: After associating with the uplink wireless network, the IP
address can be set to obtain via DHCP or as a static address. Detailed parameter descriptions

are as follows:

Parameter Name Description

Internet Access Can be selected as DHCP or Static Address. When DHCP is selected, the IP address is

Mode automatically obtained from the DHCP server.

IP Address Configurable when a static address is selected. Configures the static
address of the wireless side of the bridge, matching the wireless
network.

Subnet Mask Configurable when a static address is selected. Configures the subnet
mask of the wireless side of the bridge, matching the wireless
network.

Gateway Configurable when a static address is selected. Configures the gateway

of the wireless side of the bridge, matching the wireless network.

Primary DNS Configurable when a static address is selected. Configures the DNS of
the wireless side of the bridge, matching the wireless network.

Secondary DNS Configurable when a static address is selected. Configures the DNS of
the wireless side of the bridge, matching the wireless network.

3.3.1.6 COM Port Configuration

Click the [COM Port Configuration] menu, as shown below:

COMOEE
BE it BH=
flasAy: RS232 v
R 115200 v
FHEAL 8 ~
L i T MNone v
{Z1ET 1 ~
Aitepsl: 9999
T TCP Server v
HeiRs: i hd
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Function Description:

Through COM port configuration, serial devices can communicate with devices on the network side. COM port
configuration includes <Configuration>, <Statistics>, and <Log>

The <Configuration> tab allows the configuration of the serial port of the device. Detailed
descriptions are as follows:
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Parameter Name Description

Port Type Can select RS232 or RS485, depending on the actual scenario for RS232
or RS485 connection.

Baud Rate Sets the baud rate of the serial port, which must match the terminal’
s baud rate.

Data Bits Sets the data bits of the serial port, which must match the terminal’
s data bits.
Check Bits Sets the check bits of the serial port, which must match the
terminal’ s parity bits
Stop Bits Sets the stop bits of the serial port, which must match the terminal’
S stop bits.
Local Port The TCP or UDP port of the device’ s local network side
Configures the port of the TCP or UDP server in the network. Can be
Remote Port configured when the mode is UDP Client or TCP Client.
Working Mode Can be configured as UDP Client, TCP Client, UDP Server, or TCP
Server.
Remote Server Configures the IP address of the TCP or UDP server in the network. Can
Address be configured when the mode is UDP Client or TCP Client.
Log Service Can be enabled or disabled. When enabled, logs can be viewed in the
<{Log> tab.

The <Statistics> tab displays the number of bytes sent and received, as shown below.

COMOALHE

EE gt 8=
EiE/EE: 0/0 bytes

»e DiERIEHIP %i% (byte) 150l (byte)

The <Log> tab displays the contents of serial port transmission when log service is enabled.
Log display modes can be selected as HEX or ASCII, as shown below.
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COMOEH

EE Ba

ot

3.3.1.7 System Services

3.3.1.7.1 Services

Click the [Services] menu, as

FEoadiapis
EiRETE: 2022-06-08 11:17:59
B (UTC+08:00) AbF.
FIEETEEREE: time.windows.com

[ #

e EEE

EEE:

shown below:

ER. B8 S8AST. RESETRER. &it =68
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HTTPEIE

*wOS

EoiRE

EHEF

;{‘m
]

Frikses RS

el

ST

WEHRE

JRE:

a0

Function Description: This page covers system functions, including system time

configuration, management password modification, HTTP port configuration, device reboot

firmware update, and factory reset. Detailed descriptions are as follows:

Configuration
Item

Description

System Time
Configuration

Configures the time zone and network time server. Synchronizes system time
when the network is accessible

Modify Admin

Modifies the password used to log in to the web page based on project

Password requirements.

Configures the port for accessing the web page of the device. Default is
HTTP port 80. To log in after changing, enter IP:xxxx (where xxxx is the new
Configuration port).

Reboot Device

Click to reboot the device.

Updates the device software version. Select the local version file via

{Browse>, then click <Update> to start the upgrade. Do not power off

Update
P during the process. If “Restore to Factory Settings After Update” is

Firmware
selected, the AP will be reset to factory settings after the upgrade
Note: If Restore factory Settings after Upgrade is set to Yes, the AP will
be restored to factory Settings after upgrade.

Restore Click <Restore Factory>, the device will reboot and clear all

Factory configurations.

Settings
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3.3.1.7.2 Logs

Click the [Logs] menu, as shown below:

B

ERE

OEEESE i v

1Ptttk :

1Ptk :

1Ptk :

Function Description: The [Logs] page includes Log Server Configuration and Log Content
This page allows configuration of external log server addresses and ports. Detailed

descriptions are as follows:

Configuration Item Description

Log Server Enables or disables the connection to external log servers.
IP Address The IP address of the log server. Up to three log servers can be
configured.

The port number for receiving logs on the log server. Up to three
Port Number log servers can be configured

The log content displays the event logs of the device, as shown below
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(533 =] L 1o HE
7 11:07:31 2022-06-08 LOGIN WER suthenticstion OK (uter: sdmin, 1P:162168.0.100)
[ 09:37%:3€ 2022-05-08 LOGIN WEB aulhentication OK (user: eckvin, IP:182.168.0.100)
5 10:13:48 2220607 SYSTFM Systam etart, ractartad by remaote ractoring factory catirge

NETWORK Incerface o use addr 127.0.0.1

SYSTEM lirikc eth up

NITWORK Interface brlan2 use addr 169.254.6.5

| | o ws e v - e o =
The log types are described in detail below:

Log Type Description
All Types Displays all log types. Default selection.

Displays logs related to the wireless module, such as terminal
WLAN association, disassociation, and PSK authentication.
SYSTEM Displays device startup logs and port status logs
CAPWAP Displays logs related to the CAPWAP tunnel status of thin APs.
DHCP Displays logs of DHCP address allocation and terminal IP release
LOGIN Displays logs of web and SSH logins.
NETWORK Displays logs of IP address usage on port

3.4 Switching the AP to Fat AP Mode

Fat AP mode is used to transmit wireless signals as a wireless access point for wireless terminals to connect to. This
mode does not support NAT (to use NAT, you can switch the AP to gateway mode)

The default AP mode is client mode. You can switch the AP mode to fat mode on the “Wireless Configuration” page.

Path: [ Wireless Configuration ] > Click the < Working Mode > drop—down box, select “Fat AP mode”, and select “0K”
in the pop—up dialog box

TEEE
TRt AP v
| =rimE
ACEHLSH RIEFHET
FEAPIETY
[SESE3Y
AC IPittik:
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RERET

AR EAPETID? ZEEEREE,

After waiting for the AP to restart, log back into the web page. You will see that the AP has
switched to Fat AP mode

KYLAND admin  E

FoUN  cPulmE [re2 ik BPRSE
1 Eed 63.63% y
RRER
BERTR: KYLAND IRERIS: KyAir110-2GE1D-LS RIEERA: 103658

BHRE: B MACHEHE: 00:1e:cd:3d:a3:70

IB{Ta[E): 5542

FoRBRSS - 24GHz TARSS - SGHz
RS 7R KYLAND-A371 FEERRS: KYLAND-A381
{Si8: 11 (2462GHz mMERS: WPA2 PSK MNT|HE: WPA2 PSK
BIZTHER: 20dBm (100mW, S558: Mixed (802.11n + 80. S55HE,: Mixed (802.11ac + 80..
{SIBESEE: 20MHz {SIEFRAE: 80MHz

3.4.1 Main Menu Navigation
3.4.1.1 System Overview

The system homepage after a successful login is the [Overview] menu.

The Fat AP system overview page is shown below:
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KYLAND s |he

£ CPURIA®R wENER — EFuRE
T ) 63.63% F

L)

FoHBRSS - 5GHz

SREE - T

DNST DNS2: -

Copyright © Kyland Technology Co, Ltd, ALL Rights Reserved Worldrwide.

Fat AP Status Information Description

Serial Name Description
Number
1 Real-Time Status Displays the current CPU usage, memory usage, and number

of clients.

2 System information Displays information such as device model, software
version, hardware version, serial number, MAC address,
runtime, and operating mode.

Displays the current wireless status for 2.4G and 5G,

3 Wireless Service _ / _
including RF status, channel, SSID name, encryption
method, and wireless mode.

4 DHCP Service Shows the status of the DHCP server, the current number

Information of users, start/end addresses, and gateway information.

5 WAN Port Information Displays current wired port information, including

internet access method, IP address, subnet mask,
gateway, and DNS information.

3.4.1.2 Configuration Wizard
Click the [Configuration Wizard] button to enter the configuration wizard page. This wizard
helps you easily complete the basic network setup.

Current Working Mode
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kERS

WERAEERS, FRSTHNEENSmMEnETeE.

EETNR{= 5"

ECTERIZ 5 (T IEER, SMETEkEnEEE)

Displays the current working mode. Click to continue

Note: To modify the working mode, please adjust it on the Wireless Configuration page.

Step 1: Wired Network Configuration
F— BLENIRNSEE

IPELS: Bkt ~
DHCP

“ |PhELE 192.168.0.2

- PR 255.255.255.0

Pl

BiEDNS: 114114114114

£=1DNS: 8.8.8.8

Configure the uplink network of the wired port. The internet access method can be selected as a
static address or DHCP.

. DHCP: After selecting DHCP, the AP can automatically obtain an IP address assigned
by the DHCP server in the wired network. The AP’ s IP address needs to be checked in the DHCP
server’ s allocation records.

. Static Address: If selecting a static address, the device’ s IP address, subnet mask,
gateway, DNS, etc., must be manually configured.

After configuration, click to continue
Note: In Gateway mode, this page will include a “LAN Port Configuration” module to configure
the terminal’ s DHCP address pool, as shown below:

Step2: Wireless Service Configuration
Configure the wireless service for the 2.4G and 5G Radios in Fat AP mode. In the
configuration wizard, you can configure only one SSID for each 2.4G and 5G Radio. After
configuring the wireless service, click Save, as shown below:
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RERS

TIREREERS, FrSEREEES

FE-F RETERS

Radio 1 (2.4G)

Tirists

THEEE:

BEIThE:

TiriEs:

AR

it}

jif]|
il

“feEissI:

Gl

PlEEIEFIRE,

=5

27dBm{300mW)

Mixed (802.77ax + 802.11n + 802.11g)

20MHz

test

WPAZ-PSK

bb666660

=4
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* 240

ETiEESSID:

Radio 3 (5.8G)

Tivtas

TieSE:

BETE

TieiEst:

TR =R

LAiFET:

H}
il

i
w

SEEEISSID:

il

ESE] -
:E v
E=h ~
27dBm({500mW) ~
Mixed (802.11ax + 802.11ac + 802.11a + 802.11n) -
80MHz ~
test3

WPAZ2-PSK -
E=Eil ~

=

Detailed Parameter Table

Parameter Name

Description

Working Status

RF switch, can be enabled or disabled

Working Channel

Select the working channel for 2.4G or 5G, default is
automatic.

Transmit Power

Select the transmit power of the RF; the greater the power, the
stronger the signal.

Working Mode

Select the wireless RF mode. Generally, choose 1lng for 2.4G and
1lac for 5G.

Channel Width

Width of a single channel. Generally, use 20MHz for 2.4G and
8OMHz for bHG.

Wireless Service Name

The wireless name searched by the terminal, i.e., SSID.

Authentication Mode

Authentication mode for wireless access, can choose Open, WPA-
PAK, WPA2-PSK, WPA/WPA2-PSK.

Key Configure the wireless key; at least 8 characters, using
numbers or letters.
Hide SSID Option to enable or disable:

Enable: SSID is hidden, and the terminal cannot find the SSID.
Disable: SSID is not hidden, and the terminal can find the
SSID.

Note: For multi-SSID configuration, please go to the Wireless Configuration page
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3.4.1.3 Statistical Information

Click the [Statistical Information] menu, as shown below:

FHER

DHCPoEEIFIFE TEEPIRF=E

DHCP#>ECHhEFIFE
B MACHzhE IPittit S HA R
H0%  10F/E v BiE
#HER
DHCPSERIBNIFIE — FEEFEIE
bz ARt IE
SSIDETR MACHihE 1PithiE (ES30E Kkl |t
0% 100/E& v B

Function Description: Displays the DHCP-assigned address list and wireless client list
information.

3.4.1.4 VWireless Configuration
Click the [Wireless Configuration] menu, as shown below:
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K& E
TAFEd BEAPIER .
Ts s
WIFIEIE
246G 56
EHAECE
TiFfzE: =R -
HIETHER(dBm): Bzh -
ST Mixed (802.11n + 802.11g) v
EEEE: 20MHz v
fEREETEN: At =] ~
TS

SSID1 SSID2 SSID3 SSID4

FEERES AR KYLAND-A371
TAHER: WPA2-PSK -
BT essesees
25EESSID FIT ~
VLAN: 1
Eim HTIRE: THRiE v
2205 MIPRE: TIRE ~
EaeiRS iz -

Function Description:
Wireless configuration is divided into Working Mode and Wireless Parameter Configuration.
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Working Mode:The AP’ s mode can be switched between Fat AP mode, Thin AP mode, Bridge mode, and
Gateway mode. After switching the working mode, the AP will restart.
Wireless Parameter Configuration:Includes RF Configuration and Wireless Service

RF Configuration Parameters are described as follows:

Parameter Name

Description

Working Channel

Select the working channel for 2.4G or 5G, default is automatic.

Transmit Power

Select the transmit power of the RF: the greater the power, the

stronger the signal.

Working Mode

Select the wireless RF mode, using the default configuration in general
cases.

Channel Width

Width of a single channel. Generally use 20MHz for 2.4G and 80MHz for
5G

RF Enable

RF switch , can be enabled or disabled.

SSID information can be configured in the wireless service, and up to 4 SSIDs can be configured

for each RF, the detailed parameters are described below:

Parameter Name Description
Wireless Service | The wireless name searched by the terminal, i.e., SSID.
Name
Authentication Authentication mode for wireless access. Open mode needs to select
Mode Open; encrypted mode needs to select WPA2-PSK.
Key Configure the wireless key; at least 8 characters, using numbers or
letters.
Hide SSID Option to enable or disable:
— Enable: SSID is hidden, and the terminal cannot find the
SSID.
— Disable: SSID is not hidden, and the terminal can find the
SSID.
VLAN VLAN1 is the default VLAN. Used with the uplink wired network to

route different services through different VLANs.

Terminal Uplink
Limit

Uplink speed limit for wireless terminals, i.e., upload bandwidth

limit.

Terminal Downlink
Limit

Downlink speed limit for wireless terminals, 1. download

bandwidth limit.

e.

)

Enable Service

Wireless service switch, can enable or disable a specific SSID

independently.

3.4.1.5 Network Configuration

Click the [Network Configuration] menu, as shown below:
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RSB E

BELNNEEE

IPECE:

* [Ptk

* FRERD:

o

BEifEDNS:

£iEDNS:

DHCPARSsEEECE

DHCPERS{=RE:

* Fraaihr

- EEERMEL

S

Frizseicvls -

192.168.0.2

255.255.255.0

114114114114

8.8.8.8

B:FE A

i
T9Z.168.0.100

192.168.0.249

192.168.0.2

Wired—-side Network Configuration — The IP configuration method can be set to Static Address or

DHCP.

DHCP: When selecting DHCP, the AP can automatically obtain an IP address assigned by the DHCP
server in the wired network. The AP’ s IP address must be checked in the allocation records of

the wired network’

s DHCP server.

Static Address: When selecting a static address, the device’ s IP address, subnet mask, gateway,
and DNS information must be manually configured according to the planning of the uplink wired

network.

DHCP Server Configuration: The device acts as a DHCP server to assign IP addresses to terminals
Details are as follows:

Parameter Name

Description

DHCP Service
Enable

Enable/Disable the DHCP service

Start Address

The starting address of the DHCP address pool.
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End Address The ending address of the DHCP address pool.
DNS1 The address of the primary DNS server.
DNS2 The address of the secondary DNS server.

3.4.1.6 COM Port Configuration

Click the [COM Port Configuration] menu, as shown in the figure below:

COMOEE
(= it BH=
p Ay RS232 ~
R 115200 v
FHEAL 8 ~
L i T MNone v
ATl v 1 v
Fitepsl: 9999
T TCP Server v
HeiRs: i hd

Function description:

COM port configuration enables the communication between serial devices and devices on the
network side. COM port configuration includes < Configuration >, < Statistics >, and < Log >.
On the < Configuration > page, you can configure the serial port of the device

Parameter Name Description

Port Type Can select RS232 or RS485, depending on the actual scenario to connect
RS232 or RS485

Baud Rate Set the baud rate of the serial port, which needs to be consistent
with the baud rate of the terminal’ s serial port.
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Data Bits Set the data bits of the serial port, which needs to be consistent
with the data bits of the terminal.

Check Bit Set the check bit of the serial port, which needs to match the parity
bit of the terminal.

Stop Bit Set the stop bit of the serial port, which needs to match the
terminal’ s stop bit.

Local Port The device’ s network—-side TCP or UDP port

Remote Port

Configure the TCP or UDP server port in the network, configurable when
operating as UDP Client or TCP Client

Working Mode

Configurable as UDP Client, TCP Client, UDP Server, TCP Server

Remote Server
Address

Configure the IP address of the TCP or UDP server in the network,
configurable when operating as UDP Client or TCP Client.

Log Service

Can choose to enable or disable. When enabled, logs can be viewed on
the tab.

The < Statistics > page counts the number of bytes sent and received, as shown in the figure

below

COMOEH

BE #it 8%
FiE/frE: 0/0 bytes

=S

B HEEIP %% (byte) 55 (byte)

< Log > page When the log service is enabled, the content transmitted through the serial port
can be displayed in HEX or ASCII mode, as shown in the figure below

COMOELE

EE @it 83

HEERSI HEX ~

ASCII
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3.4.1.7 System Services

3.4.1.7.1 Services

Click the ”“Service” menu, as shown in the figure below:

FERadaEisS

RERATIE]: 2022-06-08 11:17:59

B : (UTC+08:00) dt5. Zp. 8. B8AT. RFEIRTR. &t B=5%  ~

FsEETERERE: time.windows.com -

M EEES

* grEE =

* ERAEES:

HTTPES

at
n)
i

30

0

sEigE

=

EHREIS

FRER RS AR = ~

Bl

WEHRE

=T

Function Description: This page provides system functions, including system time configuration,
changing the management password, HTTP port number configuration, device restart, and update
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Firmware, restore factory Settings. The detailed description is as follows:

Configuration Item

Description

System Time
Configuration

Configures the time zone and network time server. Synchronizes
system time when the network is accessible.

Modify Admin
Password

Modifies the password used to log in to the web page based on
project requirements

HTTP Configuration

Configures the port for accessing the web page of the device
Default is port 80. To log in after changing, enter IP:xxxx (where
xxxx is the new port).

Reboot Device

Click to reboot the device

Update Firmware

Updates the device software version. Select the local version file
via <{Browse>, then click <Update> to start the upgrade. Do not
power off during the process. If “Restore to Factory Settings
After Update” 1is selected, the AP will be reset to factory
settings after the upgrade

Note: If Restore factory Settings after Upgrade is set to Yes, the
AP will be restored to factory Settings after upgrade

To restore factory
settings

click <Restore Factory Settings>. The device will restart and all
configurations will be cleared.

3.4.1.7.2 Logs

Click the [Logs] menu,

as shown below:
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Function Description: [Log] is divided into Log Server Configuration and Log Content, this

page can configure the external log server address and port. Detailed description is as

fobhdwguration Item Description

Log Server Enables or disables the connection to external log servers.

The IP address of the log server. Up to three log servers can be
configured.

IP Address

The port number for receiving logs on the log server. Up to three

Port Number log servers can be configured

The log content displays the event logs of the device, as shown below

8%
EsEsHER S=ne
S =] Lo BE

LOGIN WEB authentication OK (user: admin, IP:192.168.0.100)

6 LOGIN WEB authentication OK (user: sdmin, IP:192.168.0.100

5 19:13:48 2022-06-07 SYSTEM System start, restarted by remote restoring factory settings

4 19:13:20 2022-06-07 NETWORK Interface lo use addr 127.0.0.1

19:13:20 2022-06-07 SYSTEM link eth0 up
2 NETWOR br-lan2 use addr 169.2548.5

NETWORK

Interface br-lan use addr 192.168.0.2
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Log types are described in detail below:

Log type Description
All types Displays all types, default selections
Displays logs of the wireless module, including terminal association
WLAN logs, terminal disassociation logs, and PSK authentication
Logs
SYSTEM Displays device startup logs and port status logs
CAPWAP CAPWAP tunnel status logs of the thin AP are displayed
DHCP Displays DHCP assigned address logs and terminal RELEAS IP logs
LOGIN Display web login logs and SSH login logs
NETWORK Displays a log of the port’s use of an IP address

3.5 Switching the AP to Gateway Mode

Gateway mode is used to transmit wireless signals, serving as a wireless access point for wireless

terminals to connect. This mode supports NAT functionality and virtual server functionality.

The AP is set to client mode by default at the factory. You can switch the AP to gateway mode on

the [Wireless Configuration] page.
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Wait for the AP to restart. After completion, log back into the web page, and you will see that
the AP has been switched to gateway mode.

K V/I Aw admin pia ]

FUN  cruRimE m WERIEE — BN

e 23% 64.37% 0o -
SiHs
FLRE

RRER

AR
COMIRH IREZFR: KYLAND 1REEIS: KyAir110-2GE1D-LS PSR 1.036.58
RS > BR{HARA: B FFFIIS: $107467YYA0000001 MAGCitsiit: 00:1excd:3d:a3:70

1B(783E): 10%38¥

ToE&RSS - 2.4GHz FofRSS - 5GHz

FEEBRSS: KYLAND-A371 FAERRSS: KYLAND-A381

T WPA2 PSK

SI=HE DRZFEU: WPA2 PSK

3.5.1 Main Menu Navigation
3.5.1.1 System Overview

The homepage after the user successfully logs in is the [Overview] menu.

The gateway system overview page is shown below:

KYILAND

ARER

HRE SETENE: 125333

coMmnen

e FAIRSS - 24GHz FELBRSS - 5GHz
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¢ comnmm

DHCPERESS {52
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WANCOS&

F753C: DHCP Ipitt FoAmE: -

% DNS1 DNs2

Copyright © Kyland Technology Co. Ltd. ALL Rights Reserved Worldwide.

The descriptions of gateway status information are shown in the table below:

Serial Name Description
Number
1 Real-time Status Displays the current CPU usage, memory usage, and the

number of clients

Displays device model, software version, hardware version,

2 System Information i ) )
serial number, MAC address, uptime, and working mode.

3 Wireless Service Displays the current wireless status, including the states
of 2.4G and 5G, channels, SSID name, encryption methods,
etc.

4 DHCP Service Displays the DHCP server status, current number of users

Information start/end address, and gateway information.
5 WAN Port Information Displays the current wired port information, including

connection type, IP address, subnet mask, gateway, DNS,
etc.

3.5.1.2 Configuration Wizard
Click the [Configuration Wizard] button to navigate to the configuration wizard page. This
wizard helps you easily complete the basic network setup.

Current Working Mode
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BERS

Vii=FIRERS, FH Sl AN,
SRIT{FERL

=5 | {HE (TR, PR A E N EEE)

I

Displays the current working mode. Click to continue

Note: To change the working mode, please modify it on the wireless configuration page.
Step 1: Wired-Side Network Configuration

RERS

WNFAEERST, T ESUEEENEmMENETEE.

F— BHEWESY

WANOES

IPECE: Eesithih v
st
DHCP

©IPHBLE TUTE.3188

" FRERS: 255.255.255.0

[ZES 10.18.3.254

HiDNS: 114114114114

FHiADNS:

Configure the uplink network for the wired port. The internet connection type can be set to
static IP or DHCP. When DHCP is selected, the AP can automatically obtain an IP address assigned
by the DHCP server within the wired network. The AP’ s IP address needs to be checked in the
DHCP server’ s allocation record in the wired network.

If a static IP is chosen, you need to manually configure the device’ s IP address, subnet mask,
gateway, and DNS information. After configuration, click

Note: In gateway mode, this page adds a “LAN Port Configuration” module, where you can

configure the DHCP address pool for terminals, as shown below:
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LANOEE
Pitti: 192.168.0.2
FRHEED: 255.255.255.0
DHCPIRS2EEIE
DHCPRRSF8E: Fa v
Frigttnt: 192.168.0.100
“hERitht 192.168.0.249
DNS1: 114.114.114.114
DNS2: 8.8.8.8

Step 2: Wireless Service Configuration
Configure the wireless services for 2.4G and 5G Radios in gateway mode. In the configuration
wizard, you can configure one SSID for each of the 2.4G and 5G Radios. After configuring the
2.4G and 5G wireless services, click Save, as shown below:
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Detailed parameters are as follows:

Parameter name

Description

Working Status

Radio switch; can be turned on or off

Working Channel

Choose the working channel for 2.4G or 5G. The default is Automatic

Transmission Power]

Select the radio’ s transmission power. Higher power results in a
stronger signal.

Working Mode

Choose the wireless radio mode. Generally, 2.4G uses llng, and 5G uses
11ac.

Channel Width

The width of a single channel. Typically, 2.4G uses 20MHz, and 5G uses
80MHz.

Wireless Service
Name

The wireless name detected by terminals, i.e., the SSID.

Authentication The authentication method for wireless access. Options include Open,

Mode WPA-PSK, WPA2-PSK, WPA/WPA2-PSK.

Key Set the wireless password. Must be at least 8 characters long and
consist of letters or numbers

Hide SSID Can be enabled or disabled. Enabled: SSID is hidden, and wireless

terminals cannot detect it. Disabled: SSID is visible to wireless
terminals.

Note: To configure multiple SSIDs, go to the Wireless Configuration page.
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3.5.1.3 Statistics Information

Click the [Statistics Information] menu, as shown below:

FitER

DHCPHECIBISIZR —— TEEFIRIER

DHCP#HEcitbLF I
BFiE MACitEE 1Pt iSERRYE
H0% 100/% v < > BiiE 1 @A
FHER
DHCP#>EcitblitFIZ= TEREFIRIIE
TRz
SSIDE#R MACHiE 1Pt (E5E KEXEIE ik
H0% 100/% v BiiE 1 W@

Function Description: Displays the DHCP assigned address list and wireless client list
information.

3.5.1.4 VWireless Configuration
Click the [Wireless Configuration] menu, as shown below:

81



KYLAND

Industrial Wireless Router

ToRECE

TorfEs; Rt
p e ]
WIFIELE

2.4G 5G

ETELE

THHEE:

EEETNEE(dBm):

HPSmET:

ST

TR

SSID1 SSID2 SSID3 SSID4

" FEEIRE SR

TAIEET:

Hit
i

EaEESSID:

i EITIRE:

giE

.

E

TMTIRER:

o

LIRS

Function Description:
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Wireless configuration is divided into Working Mode and Wireless Parameter Configuration.

Working Mode: Allows switching the AP’ s mode,

supporting Fat AP Mode, Thin AP Mode

and Gateway Mode. The AP will restart after switching the working mode

Wireless Parameter Configuration:Wireless parameter configuration is divided into Radio
Configuration and Wireless Service.

Detailed parameters

for radio configuration are as follows:

Parameter Name

Description

Working Channel

Select the working channel for 2.4G or 5G, default is automatic.

Transmit Power

Select the transmit power of the RF; the greater the power, the

stronger the signal.

Working Mode

Select the wireless RF mode, using the default configuration in general
cases.

Channel Width

Width of a single channel. Generally use 20MHz for 2.4G and 80MHz for
5G

RF enable

The RF switch can be enabled or disabled

In Wireless Service,

Detailed parameters

you can configure SSID information. Each radio can support up to 4 SSIDs

are as follows:

Parameter Name Description

Wireless Service | The wireless name detected by terminals, i.e., the SSID.

Name

Authentication The authentication method for wireless access. Open mode requires
Mode selecting Open, while encryption mode requires WPA2-PSK.

Key Set the wireless password. Must be at least 8 characters long and

consist of letters or numbers

Whether to hide
SSID

Can be enabled or disabled. Enabled: SSID is hidden, and wireless
terminals cannot detect it. Disabled: SSID is visible to wireless
terminals.

VLAN

VLAN1 is the default VLAN. Used with uplink wired networks to route
different services through different VLANSs.

Terminal Upload
Limit

Limit the upload bandwidth of wireless terminals

Terminal Download
Limit

Limit the download bandwidth of wireless terminals

Enable Service

Wireless service switch; individual SSIDs can be enabled or disabled

3.5.1.5 Network Configuration

Click the [Network Configuration] menu, as shown below:
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Function Description:

Network Configuration is divided into Wireless Network Settings, Management IP Configuration,
DHCP Server Configuration, and Virtual Host Configuration.

Wireless Network Settings: Configure whether the IP address of the uplink wireless network is
obtained via DHCP or set as a static address. Detailed parameters are as follows:

Parameter Name Description

Internet Access Choose between DHCP or Static Address. Selecting DHCP automatically obtains an IP
Mode address assigned by the DHCP server.
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IP Address Configurable when selecting Static Address. Set the bridge’ s static
IP address, matching the wireless network.

Subnet Mask Configurable when selecting Static Address. Set the bridge’ s subnet
mask, matching the wireless network.

Gateway Configurable when selecting Static Address. Set the bridge’ s gateway,
matching the wireless network.

Preferred DNS Configurable when selecting Static Address. Set the bridge’ s primary
DNS, matching the wireless network.

Alternate DNS Configurable when selecting Static Address. Set the bridge’ s
secondary DNS, matching the wireless network.

Management IP address configuration: Configure the management address of the device, which also
serves as the gateway assigned by the DHCP server. Detailed parameters are as follows:

Parameter Name Description

This IP is the gateway address of the wired network, also used to log

IP Address into the web page. It can be modified according to the actual project
needs.

Subnet Mask Defaults to a 24-bit mask but can be modified based on actual project
requirements.

DHCP Server Configuration:The device acts as a DHCP server to assign IP addresses to terminals
Detailed explanations are as follows:

Parameter Name Description

Enable DHCP Turn the DHCP service on or off.

Service

Start Address Starting address of the DHCP address pool.
End Address Ending address of the DHCP address pool
DNS1 Primary DNS server address

DNS2 Secondary DNS server address

Virtual Host Configuration:Add a virtual host to implement port mapping functionality. The
Add Virtual Host page is shown below:
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Detailed explanation as follows:

Parameter Name

Description

Name Identifies the virtual host service.
Identifies the virtual host’ s service. When selecting preset services
Service such as SSH, HTTP, Telnet, or FTP, the protocol and internal port
below cannot be modified
Protocol Protocol used by the virtual host. Options include TCP, UDP, and

TCP+UDP.

Internal IP
Address

The internal IP of the virtual host, obtained via DHCP or set as a

static address, needs to be used

External Port

The port number used to access the virtual host externally

Internal Port

The port number used by the virtual host for its services.
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3.5.1.6 COM Port Settings

Click the [COM Port Configuration] menu, as shown below:

COMOEE
EE it BH=
i MEsch RS232 ~
bk S 115200 ~
EEEAL 8 v
L i T MNone v
=3 lulivk 1 v
s 9499
TiER=: TCP Server ~
BHERS: ] A

Function Description:
The COM port configuration is divided into <Configuration>, <Statistics>, and <Logging> to enable serial
devices to communicate with devices on the network side.

The <Configuration> page allows you to configure the device’s serial ports, as described in
detail below

Parameter Name | Description

Port Type Choose between RS232 and RS485, depending on the actual scenario

Baud Rate Set the serial port baud rate, which must match the baud rate of the
terminal.

Data Bits Set the data bits for the serial port, which must match the terminal’ s
data bits.

Check Bits Set the check bits for the serial port, which must match the terminal’ s
check bits.

Stop Bits Set the stop bits for the serial port, which must match the terminal’ s
stop bits
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Local Port The TCP or UDP port of the device on the local network side

Remote Port Configure the port of the TCP or UDP server in the network. Configurable
when in UDP Client or TCP Client mode

Working Mode Configurable as UDP Client, TCP Client, UDP Server, TCP Server

Set the IP address of the TCP or UDP server in the network. Configurable

Remote Server | When in UDP Client or TCP Client mode

Address

Log Service Can be turned on or off. When enabled, logs can be viewed on the tab.

The <Statistics> page counts the number of bytes sent and received, as shown below
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The <Log> page displays the contents of the serial port transmission when the logging service is
turned on, and the logging display can be either HEX or ASCII, as shown in the following figure

coOMOfEE

[ it B

3.5.1.7 System Services

3.5.1.7.1 Services

Click the [Services] menu, as shown below:
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Function Description:This page provides system functions, including system time
configuration, changing the management password, HTTP port configuration, device reboot

firmware updates, and restoring factory settings

A detailed description is given in the table below:

Configuration item Description

System Time Configure the time zone and network time server. System time can be
Configuration synchronized when the network is available

Change Management The password used to log into the WEB page. Can be modified
Password according to actual project needs.
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HTTP Configuration

Configure the port for accessing the web page of the device, the
default port is 80.

After modifying other ports, when logging into the web page, you
need to enter: IP:xxxx (IP is the ip address of the AP, and xxxx is

the port number) in the address bar of the browser.

Reboot Device

Click to reboot the device

Update Firmware

Updates the device software version. Select the local version file
via <Browse>, then click <Update> to start the upgrade. Do not

power off during the process. If “Restore to Factory Settings

After Update” 1is selected, the AP will be reset to factory

settings after the upgrade.

Note: If Restore factory Settings after Upgrade is set to Yes, the

AP will be restored to factory Settings after upgrade

Restore Factory
Settings

Click <Restore Factory>, the device will reboot and clear all

configurations.

3.5.1.7.2 Logs

Click the [Logs] menu,

TERESEEE |=Eiek=

1Ptk :

IPithiik:

as shown below:
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Function Description: The [Logs] menu includes log server configuration and log content

This page allows you to configure the external log server address and port.

Configuration item Description

Log Server Enable or disable the function for connecting to an external log
server.
IP Address The IP address of the log server. A logical connection must be

available. You can configure up to 3 log servers.

Port Number log servers can be configured.

The port number of the log server, used for receiving logs. Up to 3

Log content displays the device’ s event logs, as shown below:

58 =] R HE

1:07:31 2022-06-08 LOGIN WEB authentication OK (user: admin, 1P:192.168.0.100)

& 0WE v n wE |
Detailed descriptions of log types are as follows:

Log Type Description
All Types Displays all log types. This is the default selection.

Displays logs for the wireless module, including terminal
WLAN association, disassociation, and PSK authentication logs
SYSTEM Displays device startup logs and port status logs
CAPWAP Displays logs for the CAPWAP tunnel status of thin APs.
DHCP Displays DHCP address assignment logs and terminal RELEASE IP logs
LOGIN Display web login logs and SSH login logs
NETWORK Displays a log of the port’s use of an IP address
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